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Preface

This seventh edition of Applied Computing VCE Units 1 & 2 incorporates the changes to the
VCAA VCE Applied Computing Study Design that took effect from 2020.

This textbook looks at how individuals and organisations use, and can be affected by,
information systems in their daily lives.

We believe that teachers and students require a text that focuses on the Areas of Study
specified in the Study Design, and that presents information in a sequence that allows
easy transition from theory into practical assessment tasks. We have therefore written this
textbook so that a class can begin at Chapter 1 and work their way systematically through
to the end. Students will encounter material relating to the key knowledge dot points for
each Outcome before they reach the special section that describes the Outcome. The
Study Design outlines key skills that indicate how the knowledge can be applied to produce
a solution to an information problem. These Outcome preparation sections occur regularly
throughout the textbook, and flag an appropriate point in the student’s development for
each Outcome to be completed. The authors have covered all key knowledge dot points for
the Outcomes from the Applied Computing VCE Units 1 & 2 course.

Our approach has been to focus on the key knowledge required for each school-assessed
Outcome, and to ensure that students are well prepared for these; however, there is
considerable duplication in the Study Design relating to the knowledge required for many of
the outcomes. We have found that, with an Outcomes approach, we are sometimes covering
the same material several times. For example, knowledge of a problem-solving methodology
is listed as key knowledge for many different outcomes. In these cases, we have tried to
provide a general coverage in the first instance, and specifically apply the concept to a
situation relevant to the related outcome on subsequent encounters.

The authors assume teachers will develop the required key skills with their students within
the context of the key knowledge addressed in this textbook and the resources available to
them.

We have incorporated a margin column in the text that provides additional information
and reinforcement of key concepts. The margin column also includes activities related to
the topics covered in the text, and consideration of issues relevant to the use of information
systems.

Outcome features are included at several points in the book, indicating the nature
of the tasks that students are to undertake in the completion of the school-assessed
Outcome. The steps required to complete the Outcome are listed, together with advice
and suggestions for approaching the task. The output and support material needed for
submission are described. Sample tasks and further advice relating to the outcomes are
available at https://www.nelsonnet.com.au.

The chapters are organised to present the optimum amount of information in the most
effective manner. The text is presented in concise, clearly identified sections to guide students
through the text. Each chapter is organised into the sections described on pages vii-viii.
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How to use this b

KEY KNOWLEDGE
The key knowledge from the VCAA Applied Computing VCE Units 1 & 2 Study Design that

you will cover in each chapter is listed on the first page of each chapter. The list includes key
knowledge specified in the Outcome related to the chapter.

FOR THE STUDENT

The first page of each chapter includes an overview of the chapter’s contents so that you are
aware of the material you will encounter.

FOR THE TEACHER

This section is for your teacher and outlines how the chapter fits into the overall study of
Applied Computing, and indicates how the material relates to the completion of Outcomes.

CHAPTERS

The major learning material that you will encounter in the chapter is presented as text,
photographs, screenshots and illustrations. The text describes in detail the theory associated
with the stated outcomes of the Applied Computing VCE Units 1 & 2 Study Design in easy-
to-understand language. The photographs show hardware, software and other objects that
have been described in the text. lllustrations are used to demonstrate concepts that are more
easily explained in this manner.

Throughout the chapter, glossary terms are highlighted in bold, light-blue text and you
can find their definitions at the end of the chapter, in Essential terms.

MARGIN COLUMN

The margin column contains further explanations that support the main text, weblink icons,
additional material outside the Study Design and cross-references to material covered
elsewhere in the textbook. Issues relevant to Applied Computing that you can discuss with
your classmates are also included in the form of ‘Think about Applied Computing’ boxes

(right).

CHAPTER SUMMARY

The chapter summary at the end of each chapter is divided into two main parts to help you
review each chapter.
Essential terms lists the glossary terms that have been highlighted throughout the chapter.
Important facts is a list of summaries, ideas, processes and statements relevant to the
chapter, in the order in which they occur in the chapter.

9780170440806

THINK ABOUT i

APPLIED COMPUTING

Project management
tools are useful to find
the perfect number
of people needed on

a task so it is finished
as quickly as possible
without anyone being
idle. Use software to
develop a Gantt chart
to plan the baking of a
cake. Assume you can
use as many cooks as
you want.
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TEST YOUR KNOWLEDGE

These are short-answer questions that are provided to help you when reviewing the chapter
material. The questions are grouped, and identified with a section of the text, to allow your
teacher to direct appropriate questions based on material covered in class. Teachers will be
able to access answers to these questions at https://www.nelsonnet.com.au.

APPLY YOUR KNOWLEDGE

Each chapter concludes with a set of questions requiring you to demonstrate that you
can apply the theory from the chapter to more complex questions. The style of questions
reflects what you can expect in the end-of-year examination. Teachers will be able to access
suggested responses to these applications at https://www.nelsonnet.com.au.

PREPARING FOR THE OUTCOMES

This section appears at points in the course where it is appropriate for you to complete an
Outcome task. The information provided describes what you need to do in the Outcome,
the suggested steps to be followed in the completion of the task and the material that needs
to be submitted for assessment.

NELSONNET

The NelsonNet student website contains:
« multiple-choice quizzes for each chapter, mirroring the VCAA Unit 3 & 4 exam.

« additional material such as spreadsheets and infographics.

A weblink page is also provided for all weblinks that appear in the margins throughout the
textbook. This is accessible at the student website at https://nelsonnet.com.au.
The NelsonNet teacher website is accessible only to teachers and it contains:
» answers for the Test your knowledge and Apply your knowledge questions in the book
+ sample SACs
« chapter tests

« practice exams.

Please note that complimentary access to NelsonNet and the NelsonNetBook is only
available to teachers who use the accompanying student textbook as a core educational
resource in their classroom. Contact your sales representative for information about access
codes and conditions.

HOW TO USE THIS BOOK
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Outcomes

OUTCOME

Unit 1 Data analysis
Area of Study 1 On completion of this unit the student should be able to interpret teacher-provided solution
Outcome 1 requirements and designs, collect and manipulate data, analyse patterns and relationships, and
develop data visualisations to present findings.
Data and + types and purposes of qualitative and quantitative data p-3
information
. characterlstlcs of data and lnformatlon p-5
« sources, methods and techniques for acquiring and referencmg primary and secondary data and 5
mFormatlon P:
. |nterpretat|on of lnformation for communication and deasnon maklng p-1
« factors affecting the quahty of data and lnformatlon, such as accuracy, blas, mtegrlty, relevance 12
and reliabllity P:
. characterlstlcs of data types and data structures relevant to selected so&ware tools p-15
. procedures For the legal and ethlcal collectlon and use of data and lnformatlon, such as using 18
consent forms P
« techniques for protectlng data and |nformatlon from misuse, such as de- identlfylng personal 23
data and the use of physical and software security controls -
Approaches to « structural characteristics of spreadsheets and databases, such as cells, fields, records and tables | p.72
roblem solvin, - T ‘ R O S T T B
P g + types and purposes of data visualisations suitable for educating, entertaining, informing and 39
persuading audiences P
. functional and non- functional requnrements of so|ut|ons constraints and scope p. 59
. desngn tools for representing the functionality and appearance of databases, spreadsheets and 63
data wsualisations such as annotated dsagrams and mock ups. P
. formats and conventions suitable for databases, spreadsheets and data vnsuallsations p. 68
« software functions and techniques for efficiently and effectively manipulating, validating and 77
testing data to develop databases, spreadsheets and data visualisations P
Interactions and + Australian Privacy Principles relating to the acquisition, management and communication of
impacts data and information including non-identification of individuals (Principle 2), information only 28
being held for its primary purpose (Principle 6) and the security measures used to protect p:
personal information (Pnnclple 11)
+ ethical issues arising from the acqwsmon storage and use of data and mformatnon p. 31
Key skills + acquire and reference data and information from primary and secondary sources, taking into
account legal and ethical considerations
. analyse the selected data, and discuss the relationships and patterns identified
. interpret solution requ:rements constraints and scope
« interpret desngns using appropriate destgn tools to represent the Functlonahty and appearance
of databases, spreadsheets and data visualisations
+ use software, and select and apply functions, formats, conventions, data valldatlon and testing
technlques to eﬂ‘icnently manlpulate data and create data vnsualisatuons
+ compare and interpret data wsuahsations
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OUTCOME

Unit 1 Programming
Area of Study 2 On completion of this unit the student should be able to interpret teacher-provided solution
Outcome 2 requirements to design, develop and evaluate a software solution using a programming language.

« functions and capabilities of key hardware and software components of digital systems required | p. 110
for processing, storing and communicating data and information

| » characteristics of data types p.124

''''' - types of data structures p. 126
| + features of functional and non-functional solution requirements, constraints and scope p- 120
' + design tools for representing the functionality and appearance of solution designs such as data p.134

dictionaries, mock-ups and pseudocode

E naming conventions for solution elements such as files, functions, methods and variables p-136
' + processing features of a programming language p. 152

+ characteristics of internal documentation p- 164
‘ + formatting and structural characteristics of input and output such as file formats p. 166

+ testing and debugging techniques to ensure software solutions meet requirements such as test | p. 169
tables and test data

+ techniques for evaluating the efficiency and effectiveness of software solutions p-177
« project plans to coordinate and monitor the tasks, including sequencing and time allocation to p-118
create software solutions
« analyse solution requirements to develop a software solution p-120
« select and use appropriate design tools to represent solution designs p-133
+ use a range of data types and data structures pp- 124,126
+ develop a software solution using appropriate processing features of a programming language p- 152
+ design and apply suitable testing and debugging techniques using appropriate test data p. 169
| + evaluate the efficiency and effectiveness of the software solution to meet requirements p-177
+ document and monitor project plans using software p-118

X OUTCOMES
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OUTCOME

Unit 2 Innovative solutions
Area of Study 1 On completion of this unit the student should be able to, in collaboration with other students,
Outcome 1 analyse, design, develop and evaluate an innovative solution to an identified need or opportunity
involving a digital system.
Digital systems + components of digital systems p. 195
« types of digital devices used for a range of current and emerging applications such as smart p. 195
phones, smart refngerators and vnrtual ass:stants
. emergmg trends in digital systems and the |mportance of innovation to organvsatlons, such as p- 195
lmprovmg eFFlcuency and eﬂ’ectlveness of customer service and mamta:mng Competltlveness
« functions and capabuhtnes oF dlgntal systems used by mdnvnduals and organisations, such as p.208
assistive technologies, financial services, global positioning system (GPS) devices, robotics and
traffic management
Data and + techniques for collecting data to determine user needs and requirements, such as interviews p. 246
information and surveys
Approaches to . technlques for documentlng the development of solut|ons p. 242
e ki T
PERETESONING « solution specnﬁcatlons such as Functlonal and non- functlonal requvrements, constraints and p. 247
scope.
. charactenstucs of creatlve and unnovatlve solutaons p- 251
. desugn tools and techmques for representing solutuon desngns such as mock-ups, pseudocode, p. 252
sntemaps and storyboards
« functions and techniques for developlng innovative solutlons p. 267
« techniques for validating and testing solutions p. 261
« evaluation criteria and techniques for evaluating the efficiency and effectiveness of innovative p. 272
solutions
+ tools and techniques for coordinating and monitoring projects, such as Gantt charts p. 242
Interactions and . goals and objectlves of dlgltal systems p. 218
S s s = LT
i « economic issues |nvo|vmg emerging technologles such as access, deskrlhng,Job loss, misuse and p. 219
sustalnablllty
« the impact of current and emerging technologues, such as automation, cyberbullylng and the p. 224
decline of physical human interactions and interpersonal skills
+ key legislation and how emerging technologies are affected by: the Copyright Act 1968, the p- 234
Health Records Act 2001, the Privacy Act 1988 and the Privacy and Protection Act 2014
« ethical issues arising from the development of emerging technologies p- 239
OUTCOMES xXi
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OUTCOME

Key skills . investigate a problem, need or opportunity and identify potential users and purpose p. 251
* propose arange of methods to collect data for analysus p. 246
« analyse and document solution requirements to develop an innovative solutlon p. 247
. select and use appropriate design tools For generating solution designs p- 257
. develop an innovative solutlon usmg approprlate dlgltal systems p. 267
. document the development of the innovative solution p. 242
. design and apply sultable vahdatlon and testmg techniques p. 262
. |dent|fy and dlscuss potentlal Iegal and ethvcal issues aFFectmg the development of an p- 239
innovative solution
+ apply evaluation criteria and evaluate the efficiency and effectiveness of an innovative solution | p. 272
to meet a need or opportunity
+ document, monitor and modify project plans using a Gantt chart p. 242
Unit 2 Network security
Area of Study 2 On completion of this unit the student should be able to respond to a teacher-provided case
Outcome 2 study to examine the capabilities and vulnerabilities of a network, design a network solution,

discuss the threats to data and information, and propose strategies to protect the security of data
and information.

Digital systems « applications and capabilities of LANs, Wide Area Networks (WANs) and Wireless Personal p. 284
Area Networks (WPANSs)
« functions and characteristics of key hardware and software components of networks requured p- 290

for communlcatlng and storlng data and mformatlon

. strengths and limitations of wired, wureless and moblle communications technology, measured p. 297
in terms of cost, data storage optuons, data transfer rate, rehabihty and secunty

. techmcal underpmnmgs of intranets, the internet and virtual private networks p- 305
« design tools for representing the appearance of networks p- 308
+ security threats to data and information, such as improper credential management, malicious p- 309

software outdated versions of software and weak passwords

. techmcal underpmnmgs of malware that can |ntenttonally threaten the securlty of networks, p-310
such as denial of service attacks on websntes, spyware, viruses and worms

. data and network protectlon strategies, such as authentncatlon techmques and symmetnc and p- 313
asymmetric encryption methods

+ preventative practices to reduce risks to networks, such as application of firmware, disaster p. 317
recovery plans, operating system updates, software malware updates and staff procedures

+ technical underpinnings of intrusion detection systems (IDS) and intrusion prevention systems | p. 319

(PS)

» the role of ethical hacking p-324

xii OUTCOMES
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OUTCOME

risks and benefits of using networks in a global environment p.324
key legislation that affects how organisations control the storage and communication of data p. 326
and information: the Health Records Act 2001, the Privacy Act 1988 and the Privacy and Data

Protection Act 2014

ethical issues arising from data and information security practices p. 329
identify and describe the applications and capabilities of different networks p- 284
examine the impact of common network vulnerabilities p. 309
design a network solution with wireless capability p. 297
identify and evaluate threats to the security of data and information p- 309
propose and justify strategies to protect the security of data and information within a network p-313

identify and discuss possible legal and ethical issues arising from ineffective data and p.324
information security practices

Reproduced from the VCE Applied Computing Study Design (2020-2023) © VCAA; used with permission.
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Problem-solving

methodology

xXiv

Reproduced from the VCE Applied Computing Study Design (2020-2023) © VCAA;

When an information problem exists, a structured problem-solving methodology is followed
to ensure that the most appropriate solution is found and implemented. For the purpose of this
course, the problem-solving methodology has four key stages: analysis, design, development
and evaluation. Each of these stages can be further broken down into a common set of
activities. Each unit may require you to examine a different set of problem-solving stages. It
is critical for you to understand the problem-solving methodology because it underpins the

entire VCE Applied Computing course.

Stages of the problem-solving methodology

|
. . ‘ . v

—» Documentation

Analysis Design Dee lopment Ea luation
Activ ties Activ ties Activ ties Activities
| Solution ~_ Solution . Manipulation . Solution
requirements design (coding) evaluation
Solution . Ea luation S\ aliiation Evaluation
constraints criteria strategy
5 2500 by of —> Testing
2 solution
E
£
=

FIGURE 1 The four stages of the problem-solving methodology and their key activities

Analyse the problem

The purpose of analysis is to establish the root cause of the problem, the specific information

needs of the organisation involved, limitations on the problem and exactly what a possible

solution would be expected to do (the scope). The three key activities are:

1 identifying solution requirements — attributes and functionality that the solution needs
to include, information it must produce and data needed to produce this information

2 establishing solution constraints - the limitations on solution development that need to
be considered. Constraints are classified as economic, technical, social, legal and related
to usability

3 defining the scope of the solution — what the solution will and will not be able to do.
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Design the solution

During the design stage, several alternative design ideas based on both appearance and
function are planned and the most appropriate of these is chosen. Criteria are also created
to select the most appropriate ideas and to evaluate the solution’s success once it has been
implemented. The two key design activities are:

1 creating the solution design - it must clearly show a developer what the solution should
look like, the specific data required and how its data elements should be structured,
validated and manipulated. Tools typically used to represent data elements could
include data dictionaries, data structure diagrams, input—process—output (IPO) charts,
flowcharts, pseudocode and object descriptions. The following tools are also used to show
the relationship between various components of the solution: storyboards, site maps, data
flow diagrams, structure charts, hierarchy charts and context diagrams. Furthermore,
the appearance of the solution, including elements such as a user interface, reports,
graphic representations or data visualisations, needs to be planned so that overall layout,
fonts and their colours, for example, can be represented. Layout diagrams and annotated
diagrams (or mock-ups) usually fulfil this requirement. A combination of tools from each
of these categories will be selected to represent the overall solution design. Regardless of
the visual or functional aspects of a solution design, at this stage a test for the design to
ultimately ensure the solution is functioning correctly must also be created

2 specifying evaluation criteria — during the evaluation stage, the solution is assessed to
establish how well it has met its intended objectives. The criteria for evaluation must be
created during the design stage so that all personnel involved in the task are aware of
the level of performance that ultimately will determine the success or otherwise of the
solution. The criteria are based on the solution requirements identified in the analysis
stage and are measured in terms of efficiency and effectiveness.

Develop the solution

The solution is created by the developers during this stage from the designs supplied to
them. The ‘coding’ takes place, but also checking of input data (validation), testing that the
solution works, and the creation of user documentation. The four activities involved with
development are:

1 manipulating or coding the solution — the designs are used to build the electronic
solution. The coding will occur here and internal documentation will be included where
necessary

2 checking the accuracy of input data by way of validation — manual and electronic methods
are used; for example, proofreading is a manual validation technique. Electronic validation
involves using the solution itself to ensure that data is reasonable by checking for existence,
data type and that it fits within the required range. Electronic validation, along with any
other formulas, always needs to be tested to ensure that it works properly

PROBLEM-SOLVING METHODOLOGY
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Xvi

3 ensuring that a solution works through testing - each formula and function, not to
mention validation and even the layout of elements on the screen, needs to be tested.
Standard testing procedures involve stating what tests will be conducted, identifying
test data, stating the expected result, running the tests, stating the actual result and
correcting any errors

4 documentation allowing users to interact with (or use) the solution — while it can be
printed, in many cases it is now designed to be viewed on screen. User documentation
normally outlines procedures for operating the solution, as well as generating output
(such as reports) and doing basic troubleshooting.

Evaluate the solution

At some time after a solution has been in use by the end user or client, it needs to be

assessed or evaluated to ensure that it has been successful and does actually meet the user’s

requirements. The two activities involved in evaluating a solution are:

1 evaluating the solution - providing feedback to the user about how well the solution meets
their requirements, needs or opportunities in terms of efficiency and effectiveness. This
is based on the findings of the data gathered at the beginning of the evaluation stage

when compared with the evaluation criteria created during the design stage

2 working out an evaluation strategy - creating a timeline for when various elements of the
evaluation will occur and how and what data will be collected (because it must relate to
the criteria created in the design stage).

PROBLEM-SOLVING METHODOLOGY
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Key concepts

Within each VCE Applied Computing subject are four key concepts whose purpose is to
organise course content into themes. These themes are intended to make it easier to teach
and make connections between related concepts and to think about information problems.
Key knowledge for each Area of Study is categorised into these key concepts, but not all
concepts are covered by each Area of Study. The four key concepts are:

1 digital systems

data and information

approaches to problem solving

N DN

interactions and impact.

Digital systems focus on how hardware and software operate in a technical sense. This
also includes networks, applications, the internet and communication protocols. Information
systems have digital systems as one of their parts. The other components of an information
system are people, data and processes.

Data and information focuses on the acquisition, structure, representation and
interpretation of data and information in order to elicit meaning or make deductions. This
process needs to be completed in order to create solutions.

Approaches to problem solving focuses on thinking about problems, needs or
opportunities and ways of creating solutions. Computational, design and systems thinking
are the three key problem-solving approaches.

Interactions and impact focuses on relationships that exist between different information
systems and how these relationships affect the achievement of organisational goals and
objectives. Three types of relationships are considered:

1 how people interact with other people when collaborating or communicating with digital
systems

how people interact with digital systems

how information systems interact with other information systems.

This theme also looks at the impact of these relationships on data and information needs,
privacy and personal safety.
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Unit INTRODUCTION
VCE Unit 1 of Applied Computing looks at how software tools such as
databases and spreadsheets can be used to create visualisations of data.
Students also study programming languages.

Throughout the unit, students will apply the stages of the problem-
solving methodology. They will plan and monitor the progress of the
tasks using project-management concepts. Different types of data will
be acquired and manipulated in database and spreadsheet software.
There are two outcomes to be completed in Unit 1.

OUTCOME 1
and designs for which you need to gather and organise appropriate data,
analyse it and present the findings as data visualisations. As part of

the solution development you will need to validate your data and apply
appropriate formats and conventions to the data visualisations.

Your teacher will provide you with solution requirements

OUTCOME 2 You will be provided with a set of program requirements
by your teacher. You are to use these specifications to design, develop
and evaluate a solution created in a programming language. You will
monitor the progress of your programming project, although you do not
need to use pro_ject-management software.
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CHAPTER

On completion of this chapter, you will

be able to demonstrate knowledge of:

Data and information

types and purposes of qualitative and
quantitative data

characteristics of data and information

sources, methods and techniques for
acquiring and referencing primary and
secondary data and information

interpretation of information for
communication and decision making

factors affecting the quality of data
and information such as accuracy, bias,
integrity, relevance and reliability

characteristics of data types and data
structures relevant to selected software
tools

procedures for the legal and ethical
collection and use of data and
information, such as using consent forms

techniques for protecting data and
information from misuse, such as de-
identifying personal data and the use of
physical and software security controls

Interactions and impacts

-

Awstralian Privacy Principles relating

to the acquisition, management and
communication of data and information
such as non-identification of individuals
(Principle 2), information only being held
for its primary purpose (Principle 6) and
the security measures used to protect
personal information (Principle 11)

ethical issues arising from the
acquisition, storage and use of data and
information

omputing

TCH

Data analysis

In this chapter, you will respond to a teacher-provided analysis of
requirements and designs to identify and collect data in order to present
your findings as data visualisations.

This chapter is based on Unit 1, Area of Study 1, and, together with
Chapter 2, provides the key knowledge required to complete Unit 1,
Outcome 1. At the end of Chapters 1and 2, students should be able to
interpret teacher-provided solutions requirements and designs, collect
and manipulate data, analyse patterns and relationships, and develop
data visualisations to present findings.
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Understanding research

Some people consume research, and others produce research. Consumers of research spend
a lot of time reading other people’s research rather than conducting their own. On the
other hand, producers of research investigate or explore an area that has relevance to them,
interpret their data and then communicate their findings.

B mbiate theo y
o research
7N est o

FIGURE 1.1 Producers of research often

; start with a theory or a research question.
Present finding : Y quest

¥ A
Interpret results

Theories are usually general statements that describe something, provide an
explanation of why something happens, and can be applied to predict what will happen
in the future. Theories are, in principle, falsifiable or disprovable; that is, they contain
information about the sorts of events that, if they were to happen, would show the theory
to be false.

Some research questions are tied closely with theories. Research questions assist
researchers to narrow the focus of the topic of the investigation. For example, ‘Is therapeutic
exercise of benefit in repairing cognition impairment in octogenarians?’

Hypotheses, on the other hand, are based on probabilities about what will happen
according to the applied theory. Theories are tested by using data-collection tools such as
surveys and/or interviews, and then the results of the study will either confirm or disprove
the hypothesis.

Types of research

Investigating or researching topics of interest may be undertaken using quantitative or
qualitative research methods.

Quantitative data is measurable and specific, and is therefore relatively easy to chart
or graph. At a simplistic level, quantitative data gathering is based on verifying a research
question through the use of statistics and data that is largely numerical, while qualitative data
provides a more in-depth understanding.
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SPSS and MiniTab are
statistical software
packages used to analyse
quantitative data.

NVivo is an example of a
software package designed
to help with the analysis

of qualitative data. It lets

a researcher sort and
classify qualitative (non-
numerical) information,
identify relationships within
it and examine whether

it supports particular

hypotheses.

APPLIED COMPUTING VCE UNITS 1&2

The following is an example of quantitative data:

56.0 per cent said a lack of role models was a significant or moderate obstacle to
their career advancement.
Professionals Australia (2018). All Talk: Gap between policy and practice a key obstacle
to gender equity in STEM — 2018 Women in STEM Professions Survey Report. August 2018, page 32.

When data has been gathered using surveys, focus groups, observation or other methods,
quantitative data can be analysed by using software such as Excel, the Statistical Package for
the Social Sciences (SPSS) and Minitab. This takes time and often involves hours of data
entry, depending on the complexity of the data-gathering instrument. For data gathering,
online surveys such as SurveyMonkey, Qualtrics, Google Forms and Microsoft Forms allow
users to create surveys and manage the collection and analysis of quantitative data.

Qualitative data is about qualities or attributes, and is much harder to measure than
quantitative data. You can gather qualitative data using instruments such as interviews, focus
groups, video footage and observation. Generally, qualitative data needs to be recorded
accurately and transcribed at a later stage. Online survey software permits qualitative data to
be entered through text boxes.

The analysis of qualitative data is quite different from that of quantitative data. With
quantitative data, the researcher looks for themes or patterns through the use of numbers,
while with qualitative data, the researcher establishes rich descriptions and finds themes
through reading the text and classifying these themes. The following example of qualitative
data gathering is more descriptive:

Survey respondents noted that a lack of role models and the lack of women both
in the workplace and in senior roles were issues that impacted them. Respondents
also noted that women in senior roles were not necessarily always positive role
models and that in male-dominated workplaces and professions, career support and
advancement for women could often depend on positive male role models.

Professionals Australia (2018). All Talk: Gap between policy and practice a key obstacle
to gender equity in STEM - 2018 Women in STEM Professions Survey Report. August 2018, page 32.

Advantages and disadvantages of quantitative
and qualitative data

Participants are more willing to be part of a quantitative study as it is less demanding of them.
Often, quantitative studies use surveys, which can capture a large sample. Having a large
sample size provides statistical validity, and helps to accurately reflect the characteristics,
attitudes or views of the population. Data is interpreted, relationships are identified and
findings are then communicated. Conversely, because surveys do not have a provision for
probing the participants further, the answers provided do not have as much depth and are at
times superficial. If too much information were provided, researchers would be overwhelmed
by the amount of data collected and would not be in a position to analyse it. This can also be
due to time and budgetary constraints.

Qualitative research provides for rich, in-depth studies of participants. Researchers can
ask further questions, especially if something of interest arises. Generally, qualitative studies
are small, and provide a narrative description of a sample group. Data-gathering tools can
include interviews and focus groups. However, because the sample size is small and the
sample is not very random, conclusions may not generalise readily to a larger sample size.
Findings may be peculiar to a particular sample.
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Data and information

Technically speaking, a
datum is a single item of

. . . data; however, the term
unorganised facts, figures and symbols. Data can also mean ideas or concepts before they  ‘data’ is commonly used

The terms ‘data” and ‘information” are often used interchangeably. Data refers to the raw,

have been refined. In addition to text and numbers, data also includes sounds and images ~—and accepted as both the
singular and plural forms of

(still and moving). the word.

Information is produced when data is manipulated into a meaningful and useful form.
This can be achieved by organising the data and presenting it in a way that suits the needs
of the intended audience. The information produced can be used to inform, entertain or
persuade an audience. When information makes it possible to identify individuals, protecting
their privacy becomes a consideration.

Primary and secondary data
and information

There are many sources of data and information, and many methods and techniques used
to collect it. These include:
« what people say in interviews, focus groups, questionnaires/surveys, personal
histories, biographies;
+ images, audio recordings and other audio-visual materials;
« records generated for administrative purposes (e.g. billing, service provision) or
as required by legislation (e.g. disease notification);
» digital information generated directly by the population through their use of
mobile devices and the internet;
+ physical specimens or artefacts;
+ information generated by analysis of existing personal information (from clinical,
organizational, social, observational or other sources);
« observations;
« results from experimental testing and investigations; and

+ information derived from human biospecimens such as blood, bone, muscle and

urine.
National Health and Medical Research Council.
National Statement on Ethical Conduct in Human Research 2007 (updated 2078). Page 33.

Sources

Primary sources of data provide a firsthand account of a person, object, event or
phenomena. Many of the methods and techniques outlined in the National Statement
on Ethical Conduct in Human Research are sources of primary data. Questioning them
or surveying their opinions can provide different insights and more in-depth data than
using information from secondary sources. The data will often be more up-to-date and
can provide more unusual and important insights into issues, especially at the immediate
local level, than secondary sources, which often present overall conclusions and general
summaries.
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A group interview is also
known as a focus group.

APPLIED COMPUTING VCE UNITS 1&2

Techniques and methods

Collecting data is usually done through methods such as surveys and interviews. While
the results of surveys are easy to present graphically, interview results often can only
be presented as written summaries and conclusions. However, both require analytical
discussions to interpret their meaning.

Surveys contain a range of questions that relate directly to the research question being
investigated. Participants may answer these questions by selecting a response from a list of
alternatives, such as A/B/C/D, selecting multiple options from a given list, using a Likert
scale (either 1 to 5, very low to very high, strongly agree to strongly disagree), or in short or
extended text-based responses.

Interviews are usually conducted face to face, sometimes in groups, and, depending
on the number of interviews being conducted, it can take a substantial amount of time to
conduct and analyse the responses. A major feature of an interview is the opportunity for
in-depth follow-up and clarification questions. These are not possible with surveys, which
are often answered in private. Interviews are very useful for eliciting people’s feelings,
attitudes and opinions, which are too complex to easily record in a survey.

Data collection methods

Before we can produce information, we first must start with data. Methods such as surveys,
interviews or observation provide a means of capturing data. Other ways to collect data
electronically include using sensors, such as traffic cameras and satellites, and online sources,
such as websites or data logs. The data collected can be used for a variety of purposes,
including describing, predicting and improving processes within an organisation or for
research.

Surveys are common methods used to collect data. They can provide data about what
the respondents think is true, or their preferences for consumer goods and political
parties. A survey can be a quick way of gathering large amounts of data. Surveys need to
be carefully designed, otherwise the participants’ responses may not provide suitable data
to analyse, rendering them useless. Questions used in a survey must be carefully worded
so that the response will provide meaningful and useful data without the need for further
clarification.

A focus group is the meeting of a small group of individuals who are guided through a
discussion by a researcher, similar to a group interview. The group is carefully selected to
fit a particular demographic and so the researcher can obtain the necessary data through a
guided discussion that probes the participants” attitudes about the topic. Focus groups often
comprise between five and 12 people and the discussion is loosely structured to encourage
ideas to flow.

Interviews are used to elicit people’s opinions and beliefs. They can be used to gather data
for research projects. Interviews are usually conducted with one or more participants in a
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quiet and relaxed atmosphere. They should be recorded, with the interviewee’s permission,
with easily used and unobtrusive audio or video equipment. Writing down the responses
during the interview is not helpful to the interviewer or the interviewee. These records
are research data in themselves, but may also be transcribed later. Collating and analysing
information can be difficult and time-consuming and may require the use of someone with
expertise. There are many interview styles that can be used:

+ structured interviews, which follow a set list of questions
« semi-structured interviews, which follow a list of issues to be explored

+ unstructured interviews, which involve spontaneous generation of questions and where
the interview is driven by the interviewee rather than the interviewer.

Open-ended and closed questions

Questions used on a survey and during an interview can be open-ended or closed.
Closed questions limit the responses available to the respondent (Figure 1.2, page 8).
They include Yes/No” boxes, multiple-choice questions, and scales on which attitudes
and beliefs are measured using responses such as ‘strongly agree’, ‘agree’, ‘disagree’ or
‘strongly disagree’.

Closed (or closed-ended) questions are generally considered to be quantitative in nature.
They are called “closed’” because the range of answers the participant can choose is limited.
They are considered to be quantitative because the response options can be converted to
numbers. For example:

How often do you wash your car?

5 lalways wash my car.

| sometimes wash my car.

| occasionally wash my car.

| wash my car once in a while.

- N W

| never wash my car.

Fach of these options can have a value placed next to it. However, we do not talk
in numbers and we shouldn’t create surveys that only have numbers. Surveys should be
thought of as a conversation between the person asking the questions and the person
answering them.

Open-ended questions do not limit the answers that the respondent can give
(Figure 1.3, page 8). They should be worded so that the responses received are capable
of correct interpretation. For instance, if you asked the question, ‘How do you feel about
the widespread use of computer games?’, the responses would probably be too broad to
be usefully categorised and analysed. The wording must therefore limit the scope of the
possible responses to specific areas of interest: ‘How has the playing of computer games
affected your child’s school results?” Open-ended questions also allow for follow-up
questions, which are called probing questions, such as ‘Why?” or ‘Please give an example’.
Such questions tend to elicit more detail.

Open-ended questions are ‘open-ended’” because participants are free to answer in any
manner they choose. Unlike closed questions, there are no response options specified.
They are qualitative because responses are considered and measured by feel rather than by
numbers.
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Closed questions are easier to develop, quicker to administer and answer, easier to collate
and analyse, and can provide a large and balanced sample; however, they may not be useful
for complex issues. In this case, open-ended questions may be needed as they elicit greater
detail in the responses, can bring forth unusual ideas and can show links between various
aspects of the issues.

Closed questions

1 How long have you shopped at this store?
2 How many times per week do you go shopping?
3 How much do you spend per week?
4 Which of the following sources of information most influences your purchasing habits?
¢ Advertising pamphlets delivered to the home
. Néwspaper»adverﬂsement»s .
e Television promotions
® Recommendations from friends
5 Vlf)or)rlourusre ar<r:omrlrauter'.r? . Yés . VNo
‘ 6 What time of day do you normally go shopping?

FIGURE 1.2 Closed questions should be designed to elicit short, straightforward answers.

Open-ended questions

1 What is your opinion of the games available from this store?

2 How influential do you think the advertising campaign has been?

3 What are some of the errors in data entry that you have observed?

4 Describe the most frustrating experience you have had when using the computer system.
5 Whaf are some of the .prdbléms you éxperiénce in receiving inforrﬁation on time.? ‘

6 What changes would you recommend to improve the billing system?

FIGURE 1.3 Open-ended questions try not to limit the answers the respondent can give.

Observation

Observation is a way of understanding the world around us as well as developing an
understanding of existing processes. Using our senses (sight, smell, hearing and touch) we
are able to pick up detailed information about our environment. However, as a method of
data collection, observation is more than just looking or listening, as we can be selective
about what we perceive to be most useful to us. Researchers engaged in observation attempt
to learn what life is like for someone in a particular setting, while they themselves remain
outsiders. While observing, they make careful notes of what they see, and record all accounts
including conversations and interactions. Observation generally takes place in community
settings, such as classrooms, or in locations believed to have some relevance to the research
questions. Observation is unlike other forms of data-collection tools, as the researcher
approaches participants in their own environment rather than having the participants come
to the researcher.
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Referencing primary sources

Once primary data has been gathered, details need to be carefully recorded to enable
appropriate referencing.

Interviews

For an interview, the following details need to be documented so that an interested person
can go back to the source for checking, clarification and further information:

» name of interviewee
o date of interview
+ place of interview

+ qualification to be an interviewee — that is, whether the interviewee is a stakeholder in
the issue and/or an expert about it

+ organisation to which the interviewee belongs (if relevant)

+ contact information for interviewee — phone number, address, email address, online chat

handle
+ how the interview was conducted; for example, in person, by phone, email or online chat

« name and contact details of interviewer.

Surveys

If you want to cite an individual response to a survey, you need to record these details:
+ name of respondent

+ when the survey was completed

« title of survey

+ organisation to which the survey belongs (if relevant)

+ how the survey was conducted — paper/online.

Observation

For observation, the following details need to be recorded:
« the name of the person or group of people observed

« when the observation was conducted (date/time)

o where the observation was conducted.

Examples of referencing

Citations in a document help readers to find the source of the information and also assist
students to avoid plagiarism. There are many ways to cite sources, such as providing
footnotes or in-text citations, or listing sources at the end of the document in a bibliography
or reference list.

Footnotes

Footnotes are listed at the bottom of the page on which a citation is made. Some academic
disciplines prefer to use footnotes (notes at the foot of the page) to reference their writing.
Although this method differs in style from the ‘author, date” system, its purpose — to
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acknowledge the source of ideas, data or quotations without undue interruption to the flow
of the writing — is the same. Footnotes are usually sequenced: series of numbers above the
text (superscript) are placed in the appropriate part of the text to indicate the cited work
and are matched at the bottom of the page to the footnote. A footnote lists the author,
title and details of publication, in that order. For example, in a 2018 report, Optimising
STEM Industry—School Partnerships: Inspiring Australia’s Next Generation Final Report, the
paragraph shown in Figure 1.4 appears in the introduction.

. To meet the challenges of the future, as noted in the ISA 2030 Plan, governments, educators

| and industry must work more closely together to maximise and amplify the impact of industry |
'~ investment and ensure students and teachers keep up with the rapid pace of change in STEM

- disciplines.

" 1 Innow tion and Science Australia 2017, Australia 2030: prosperity through innovation, Australian Goe rnment,
Canberra, p. 33.

FIGURE 1.4 An example of a footnote. A superscript number is inserted in the body of the text, and the full
reference is provided at the bottom of the same page.

APA

The American Psychological Association (APA) created a style guide to assist with academic
writing such as essays, books and other publications. The APA style is widely used and is
the reference style that students are expected to use in VCE Applied Computing. Citations
within the text, and their corresponding source details in a reference list at the end of the
work, are necessary elements of the APA style. These show the reader where ideas and
research have come from. Typically, when referencing using APA, the author’s surname and
the date of the publication are featured in the text. If quoting directly from the source, then
the page number is also included. Figure 1.5 shows an example.

" The Theory of Individual Differences (Trauth et al., 2004) draws on previous research on gender f
- and IT and emphasises the differences within genders rather than between them. The theory |
. 'looks at men and women as individuals, who experience a range of different social-cultural
| influences which shape their inclination to participate in IT in a variety of ways' (Trauth et al., |
| 2004, p. 116). '

. Trauth, E.M., Quesenberry, J.L., & Morgan, A.J. (2004). Understanding the under representation
- of women in IT: Toward a theory of individual differences. Paper presented at the SIGMIS 2004
. Conference on Computer Personnel Research, Tucson, Arizona, USA.

FIGURE 1.5 An example of APA-style citation. The author’s name, date of publication and sometimes the
page number are inserted in the body of the text; the full reference is provided in the reference list at the end
of the document.

Within the main body of the document, any reference to the publication will need to
be cited. As illustrated in Figure 1.5, when using the APA style, the format usually follows
author—date—page, where the author’s last name, the year of publication and the page
number of the quote are referenced. These are all separated by commas, and are placed

,an}g[Pn"arflﬁﬁ ol e within parentheses following the text. The page number is preceded by a lower case ‘p’” with

APA website. a period (full stop) after it; for example, ‘(Trauth et al., 2004, p. 116)’.
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Reference management software

Reference management software is widely available and can be used to manage citations and
reference lists. An example of such software is EndNote. EndNote is similar to a database
and is used to keep all references in one place. It also integrates with Microsoft Word, so
that references can easily be inserted into the text, as shown in Figure 1.6. Alternatively,
Microsoft Word has its own built-in referencing capabilities that will allow you to create a
reference list and manage your sources without the need for additional software.

For more information,
visit the EndNote
website.

Stay on top of your
research

With the

Cite as you write

Generate ctations and bisliographies in 3
whole range of journal styles with just a few
dicks. For your converience, we've made sure

Mendeleys Citation Plugin

patdle with
d
LibreOffice. We alio support BibTeX export for

Word (inchuding Word for

use with LaTeX.

FIGURE 1.7 Mendeley can be used by students to assist with referencing.

Interpretation of information for
communication and decision making

Data and information can be collected, stored and interpreted for a particular purpose
or activity, including research. The findings or results may be of significant benefit to
the participants or their relatives, as in the case of the analysis of human biological
specimens; conversely, it is worth noting that there could be psychological, social or
legal risks involved.

The purpose of disseminating outcomes from the interpretation of the information
is to make a contribution to knowledge. Sometimes, the interpretation of findings assists
with decision making to better inform participants about options available. Common
ways to disseminate findings are through publications such as journals, books, conference
presentations, data visualisations, creative works and performances.
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The free Mendeley
website, shown in

Figure 1.7, generates
citations in the APA style.
It can assist students to
generate references in the
appropriate format.

‘The approach taken to
communicating findings
and results should ... adhere
to the ethical principles

of justice, respect and
beneficence ... including
consideration of the

values and preferences of
traditional custodians, such
as Aboriginal and Torres
Strait Islander peoples.’
National Health and Medical Research
Council. National Statement on Ethical

Conduct in Human Research 2007
(updated 2018). Page 38.
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Quality of data and information

One aspect of identifying relevant data from a given data set is ensuring that the data is
usable. To be usable, data must be relevant, accurate, free from bias and reliable.

Relevance

To produce usable information, data must be relevant. For example, if a computing
department in an organisation is evaluating PC-only software, then surveying people who
only use an Apple device is not useful. The data collected from Apple users would not be
relevant to the overall data collection. Data also needs to be processed while it is current,
because decision making should be based on current data, not outdated data.

Accuracy

Data that is collected must be accurate, otherwise the insights will be poor and decisions
based on this data could cause integrity issues. Transcription is often a cause of error.
Transcription errors occur when the person entering the data misreads the information
through, for example, a lapse in concentration or being interrupted, or presses the wrong
key. It is easy to make a mistake when entering a large amount of data, particularly numbers
with many digits that may not contain spaces or punctuation to signify thousands. Clearly, if
the data collected is incorrect, the information produced from it will be incorrect. If data has
been gathered from a primary source, it is a good idea to check the data against the source.
If data has been gathered from a secondary source and is suspect, it is worthwhile verifying
the data using other secondary sources.

Freedom from bias

Bias can easily creep into data and make the information processed from it unreliable.
Several influences can lead to the introduction of bias into data; these include vested
interests, timing and small sample sizes. There can also be bias through sorting and bias
through graphic representations.

Bias can enter data if the respondent to a survey or interview has a vested interest in the
outcome of the research. A common example is seen in the use of celebrities who are paid
to promote particular products in commercials or social media. It would be unreasonable to
trust their assertions that one product is better than others simply because they are celebrities;
they are only saying what they have been paid to say and may not necessarily be providing an
independent judgement that has been derived from research or experience.

The timing of the data collection may also introduce bias. Suppose, for example, you plan
to survey a sample of the population for their views about Australia becoming a republic.
The data you gather may be biased if, just before the survey is conducted, a royal tour takes
place and there is extensive media coverage about the royal family. The timing of the data
collection would introduce bias because it coincides with a significant event that could
influence people’s responses.

9780170440806



CHAPTER 1 » DATA ANALYSIS

Note too that bias is not restricted to data gathered from surveys or during interviews. For
example, suppose that Qantas needed to decide whether to schedule two new weekly flights
to New York. The decision could depend on the demand for existing flights. If the airline
collected data from bookings made over a four-week period just before or during a significant
event, such as the New York marathon, the data gathered would be biased. Such data should
not be relied on for making this decision because the influence of this event on customer
demand is irregular and unlikely to occur again.

Choosing a sample size that is too small may also create bias. The sample size and
composition must be suitable for the purpose of the data collection. Usually, a larger sample
size leads to greater precision, provided the sample composition is suitably representative of
the target population. The sample size must be big enough to make any conclusions drawn,
and information produced, credible. For example, if you wanted to determine whether
or not the school uniform should be changed, the data would not be reliable if you only
surveyed students in one class. Not only is this sample too small to be representative of the
student body; it would also fail to include other stakeholders, such as parents and school
administrators. Similarly, if you wanted to gather sales data over a four-day period to predict
monthly sales at a fish and chip shop, this time scale would not be sufficient to make a
prediction. For instance, by collecting data on the four Mondays in the month, you may be
selecting the quietest trading days in the week. If you picked the four Fridays in the month,
you may be picking the busiest trading days. When selecting a sample size, you need to
ensure that it is representative of the whole population.

The way in which you sort lists can introduce bias, although this is frequently unavoidable.
A classroom teacher often consults a class list that is sorted alphabetically; for example, to
select students for special tasks. The list is biased towards students whose surnames appear
carly in the alphabet and are thus at the top of the class list. If you need to hire an electrician
and consult an online directory, it is more likely that you will pick an early entry than one
from the second page of listings. Bias of this type is difficult to avoid, so it is preferable to
educate the user to recognise that the output has built-in bias and to encourage strategies to
overcome that bias.

Bias can occur through your choice of typeface or the scale or size chosen for graphics.
Graphic representations should be sized proportionally to avoid overstating or trivialising
the importance of one of the variables involved. For example, in Figure 1.8, a teacher has
created a graph to show the heights of her students. The graph does not really give a clear
picture of how the heights vary. The bars are all of similar height, so it is difficult to see the
differences between them. In contrast, the different heights in Figure 1.9 are more distinct.
This has been achieved by decreasing the scale of the vertical axis. The variation in the
student heights looks much greater, even though the data has not changed. This graph
makes it easier to see the small differences.
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FIGURE 1.8 Column graph with little variation
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FIGURE 19 Column graph with greater variation

Reliability

The internet has made it easier for people to communicate their views and present
information in a format that is easily accessible to others. There are many personal websites,
homemade videos, wikis, podcasts, vodcasts and a plethora of unchecked information on
the internet, and some of the views presented may not be widely accepted or proven to be
accurate. Alternatively, there are many sources on the internet that are reliable, such as the
World Health Organization (WHO), the Smithsonian Institution, the Australian Bureau of
Statistics, UN Data, Google Public Data Explorer, Eurostat and universities.

Integrity

Data integrity refers to the quality of the data. An information system’s purpose is to
transform data into useful information. It is therefore important that the data input has
integrity, because the information produced is based on the data itself. For example, if a
customer database contains the wrong postal details for a customer, this is incorrect data.
When a data set contains these types of errors, it loses its integrity. The more errors the data
set contains, the lower its integrity. There are many ways in which the quality or integrity of
data can be measured.
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Data types and data structures
relevant to selected software tools

Many different software tools can be used to create data visualisations; most, however, are

derivatives of either a spreadsheet tool or a database tool. Data needs to be separated into
distinct fields or columns that only have one data type in them. Data types are particular
forms that an item of data can take. Common data types are text, numeric, currency, date/

time and Boolean. Each of these is discussed in the section that follows Table 1.1.

TABLE 11 Most common data types used in databases

Datatype = Characteristics

Text Alphanumeric

Numeric “ Numbers only (see below for different
forms)

Currency | Numbers, butin dollar amounts

formatted with $ symbol and including
.00 at the end as a default

Date/Time = A variation of numbers formatted to
represent a date and/or time

Examples
Name, address, postcode and phone number

Any number to be used in a calculation

Any number used to represent a financial value;

usually only applied to a total, rather than values

inalist

Any date can be used in calculations

Boolean Represents one of two states, True/False;

can be used in logical tests

Also represented as Yes/No, On/Off and 0/1

Text (string)

A text data type consists of a ‘string of characters’. Text may also be referred to as a string, and
the terms are sometimes used interchangeably to refer to the same data type. This type of field
holds a mix of characters (letters, numbers, special characters), also referred to as alphanumeric.

Names and addresses are considered to be text data. Also, postcodes and telephone numbers are

normally formatted as text — even though they contain numerals — because they may contain

spaces and are not intended to be used in mathematical calculations. It is also more efficient

to store the values as text rather than as a large numeric value.

Numeric: integer, floating point

The numeric data type refers to numbers that are to be used for a calculation of some kind. For

example, the quantity of an item purchased might need to be multiplied by its price in order to

calculate a total amount payable. Numeric fields can be separated into two distinct categories:

integer and floating point.

Integer

An integer is a number without a fractional or decimal component —in other words, a whole

number. Integers include negative numbers.
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A floating-point number is a number with a fractional or decimal component, such as a
decimal number. Where decimal numbers are required, such as when dealing with financial
transactions or percentages, then the floating-point data type is used. Examples of the
floating-point data type are ‘3.17’, ‘~6.890" and ‘0.001".

A floating-point number can be split into two parts: the mantissa and the exponent. The
mantissa holds all of the digits in the number, with a decimal point after the first digit that is
not zero. The exponent holds the power of 10 by which the mantissa must be multiplied to
regain the original number. For example, 0.00317 can be expressed as 3.17 x 107, in which
case the mantissa is 3.17 and the exponent is 3.

Date

Strictly speaking, a date format is another variation on the numeric data type. The value of
a date is normally based on the number of days since the ‘zero’ day built into the operating
system. For example, the day ‘1" might be displayed as 01 January 1900, while ‘42673” would
be displayed as 30 October 2016. Calculations can be performed on dates, which can be
handy when considering the difference between them. Dates can be formatted to show a
combination of years, months, days, hours, minutes and seconds, depending on the needs of
the user. In terms of time, they can also display 12- and 24-hour clocks.

Character

A character data type holds a single letter, number or symbol. Numbers stored as
a character data type cannot be used in mathematical calculations. This is a text field
that will only accept a single alphanumeric character. It is used when there are multiple
options for a value, but they can be represented with a single character to make data entry
easier and to save storage space. For example, small, medium and large sizes of the same
type of wooden box might be entered as °S’, ‘M’ or ‘L', respectively.

Boolean

A Boolean data type can hold one of only two possible values, usually ‘true’ or ‘false’. A
Boolean data type is known as a logical data type. It is often used in conditional statements
to test if a condition or value is true or not, but it may also represent Yes/No or On/Off.

Data structure

A data structure is a particular way of organising a collection of data items. Using data
structures helps to improve the efficiency of the data-handling process. Three common data
structures are arrays, records and files.

An array is a collection of data items that are generally of the same data type. Each item in
the array is allocated an address. Table 1.2 illustrates an array data structure. The structure
is named ‘Number” and it holds six data items — all integers. The value of Number (0) is 40
and that of Number (5) is 67.
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TABLE 1.2 Array data structure
(Namber
Index Value

0 40

21
67

u N W N

Record

A record is a collection of data items of different data types. Fach element of a record is
generally called a field. The record in Table 1.3 consists of six fields and involves data of
different data types.

TABLE 1.3 Record data structure

|15
THINK ABOUT | |
01901 Karen 0406348XXX T 5 3.99 ORI T

Customer ID Quantity Cost

Referring to Table 1.3,

File how many different
data types can you

Afile data structure can hold numerous data items, arrays or records. A file is saved separately dentify®

from the software program that utilises the file. Large data sets can be read from, or written

to, a file for storage purposes. The file in Figure 1.10 is an example of a comma-separated

value (CSV) file.

File Edit Format View Help

Penny, smith, 10AB, 48, 49, 50
Andrew, Jones, 10BC, 49, 50, 51
Jenny, Matterson, 10CD, 58, 59, 60
Karen, Ludlow, 10DE, 59, 60, 61
Lisa, Wilkinson, 1QEF, 68, 69, 70
Georgia, Green, 10FG, 69, 70, 71
Harry, Perterson, 10GH, 78, 79, 80
Jessie, Jones, 103K, 79, 80, 81

7 Class List.itxt - Notepad - O

FIGURE 1.10 A collection of records related to student results
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Seeking permission

Because of privacy laws such as the Australian Privacy Principles (APPs), it is necessary
to seek permission to collect any data or information that involves people. For example,
you should obtain permission (consent) to photograph or video individuals or groups.
The organisation or individual seeking permission needs to let the people photographed
or videoed know the purpose of the photographs or video and what they may be used
for. Permission is usually provided in written form and is often referred to as ‘consent’.
Permission must be sought because a photograph or video image in which an individual
can be identified is considered to be personal information. Pictures of people can be
used in advertisements, or for marketing purposes, and sometimes pictures can be used
thoughtlessly and depict people in a false light.

Participants in any research need to be informed about what the research entails. They
need to know what they are required to do and how much of their time it will take, and how
often they will be required. All details of the research need to be given so that participants can
make an informed decision to participate. For example, when researchers want to conduct a
survey, they need to specify how much time it will take (for example, 15 minutes) and how
many times the survey will need to be completed. Participants need to know whether the
survey will be paper-based or electronic, and how they will get access to it. All these details
need to be explicitly stated so that each participant has a clear understanding before agreeing
to take part. The researchers cannot put pressure on the participants or use coercion or
provide financial or other incentives for them to participate. Participation in research needs
to be voluntary and informed.

In universities, research that involves people or animals cannot begin until researchers
obtain ethies clearance. Each university has an ethics committee. These committees follow
the guidelines set out by the National Health and Medical Research Council (NHMRC) to
ensure research is carried out ethically and with integrity. In order to obtain clearance from
the ethics committee, the researcher/s must demonstrate that they have followed correct
procedures and processes before collecting data to ensure that all risks have been addressed,
and that it is established that participation is informed and voluntary.

The Australian Code for the Responsible Conduct of Research, 2018 (the 2018 Code)
‘establishes a framework for responsible research conduct that provides a foundation for
high-quality research, credibility and community trust in the research endeavour’ (NHMRC,
2018, p. 1). This code sets out good research practices that researchers in Australian
universities must adhere to. These practices cover important principles such as honesty,
fairness, transparency, respect and accountability.

Consent forms

One method of obtaining permission for research purposes is to use consent forms. The
informed consent of all research participants is required. This means that before agreeing
to participate in research, they are aware of what the research involves, the time required
from them and any risks that may arise. Participation in research not only has to be
informed; it must also be voluntary — that is, participants are not pressured to be involved,
and have the capacity to make their own decisions based on their understanding of the
research.
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You must obtain consent when interviewing or observing participants, creating surveys or
collecting any type of data.
Consent forms should have the following information clearly listed:

« the title of the project

+ the name of the researcher

+ what the project is about and why it is being undertaken

+ what is required from the participants in terms of time, effort, resources and costs

+ the rights and interests of the participants — that they freely consent to be involved in the
research and can withdraw at any time without having to provide a reason

+ astatement of whether the participant’s identity will be preserved

« statements of confirmation, such as:
— ‘I have been informed of and understand the purposes of the study.’
— ‘Thave been given an opportunity to ask questions.’
— ‘Tunderstand I can withdraw at any time without prejudice.

— ‘Any information that might potentially identify me will not be used in published material

‘T agree to participate in the study as outlined to me.

The form should also have space for the participant’s name, their signature and the date.

Name of school:
Project title:
Investigator(s):

- 1 | consent to participate in the project named above. | have been provided a copy of the project
consent information statement to which this consent form relates and any questions | have
asked have been answered to my satisfaction.

- 2 Inrelation to this project, please circle your response to the following:

* | agree to be interviewed by the researcher Yes No
e |agree to allow the interview to be recorded by an electronic device Yes No
* | agree to make myself available for further information if required  Yes No
e | agree to complete surveys asking me about [Insert topic] Yes No

' 3 | acknowledge that:

a my participation is voluntary and that | am free to withdraw from the project at any time
without explanation;

the project is for the purpose of research and not for profit;

¢ any identifiable information about me which is gathered in the course of and as the result
of my participating in this project will be (i) collected and retained for the purpose of this
project and (ii) accessed and analysed by the researcher(s) for the purpose of conducting
this project;

d my anonymity is preserved and | will not be identified in publications or otherwise without
my express written consent.

| By signing this document | agree to participate in this project.
Participantinames sl s s S e

Signature and dater . s s s e o SR S AR on e S AR B SR Ve R0

FIGURE 111  Sample consent form
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Participation information statements

The most common way to obtain informed consent is to provide a participant information

statement, written in plain English, along with a consent form. This provides participants

with information about the research and also provides the scope to answer questions that

participants may have. Once they have read and understood the information statement,

they are asked to sign the consent form to indicate their agreement to participate. When

developing a participant information statement, consider the following.

Use language your audience can easily understand. The statement should be suitable
for a 12-year-old reading age. If technical terms are required, make sure they are clearly
explained the first time they are used.

Write in a conversational style, as if you were speaking to the participant.

Language used should be clear, concise, invitational, culturally appropriate and logically
set out.

Use pronouns, such as ‘T, ‘we” and ‘you’. This encourages the use of active voice and will
be clearer to the reader. For example: ‘You will be asked to participate’.

Use reader-friendly formatting so that your document is easy to read.
Ask others to read and edit your document.

Include a statement on how the data will be stored.

State where and how the research findings will be published.

Give further information about the project, such as whom to contact.

Even if the data-collection technique is an online survey and the researchers do not

meet the participants, respondents must still be informed about the research, and asked to

consent online before completing the survey. They may be asked to consent by accepting

and selecting the ‘Tagree to participate” option. If they choose the ‘I do not wish to participate’

option, then they do not get access to the survey. See Figure 1.12 for an example of an

integrated online information statement and consent form.
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-

English

Technology Disconnect

The transition from secondary school to university is filled with expectations that may or
may not be met once you start your tertiary studies. In particular, expectations with
respect to the use of technologies for learning and teaching - both by teachers/lecturers
and you as a student - is one of the key areas of interest for many universities. Please be
assured that your responses will be kept completely confidential. This project aims to
discover what your expectations were for technology use at university while you were still
in secondary school, and compare that to the reality you have encountered since you
started your university studies. We would like to invite you to tell us what you thought you
would find, and what you have actually found to be the use of technology for learning and
teaching at university. The study is a voluntary, anonymous, online survey that should take
you no longer than 15 minutes to complete. While we encourage you to complete the
whole survey, you may stop at any time and only those responses you have already
answered will be used in the study.

The anonymous findings will be collated before being used:

* to set strategic directions around the use of technology for learning and teaching
« to inform future investment in technologies for learning and teaching
« to inform professional development for staff in the use of technologies

It is critical to have the student voice guiding the above so we strongly encourage you to
participate. If you would like further information about any aspect of the project before
agreeing to participate, please do not hesitate to contact us:

Associate Professor (G
|
]

Any queries about your participation in this project may be directed to the Primary
Investigators listed above. If you have any concerns or complaints about the conduct of
this project, please contact:

Fesearch Cthies Off cor [ N
|
By clicking the button below, you acknowledge that your participation in the study is
voluntary, you are 18 years of age, and that you are aware that you may choose to

terminate your participation in the study at any time and for any reason.

Please note that this survey will be best displayed on a laptop or desktop computer.
Some features may be less compatible for use on a mobile device.

| consent, begin the study
| do not consent, | do not wish to participate

FIGURE 112  An example of an integrated online information statement and consent
form. Note that personal information has been redacted for privacy reasons.

9780170440806



E APPLIED COMPUTING VCE UNITS 1&2

The consent information statement should be clearly labelled as such (or quite similar) and contain key pieces of information as follows:

Project title
Give the project a full title.

Investigators and other project personnel

List clearly all researchers.

Introduction to project and invitation to participate
Both introduce the project and invite participation.

What this project is about and why it is being undertaken
Sufficiently explain what the project is about, its aims, and why it is being conducted.

Project and researcher interests
Researcher and project interests should be sufficiently disclosed as applicable; for example, project is partly, mainly or wholly to satisfy the
requirements for a student’s VCE subject.

What participation will involve - time, effort, resources, costs

Give sufficient clear detail as to what is being asked of participants — voluntary consent to their time, effort, supply of information/body
tissue/records/personal effects, etc. Avoid language that can be read as orders or directives (i.e. not "You will do this or that’; but better as
"We will ask you’, etc.) and presumptuous language (e.g. ‘Dear Participant’).

Participant rights and interests - risks and benefits/contingencies/back-up support

Outline realistically any potential risks (minimal or otherwise) and what preventative, minimisation or redress arrangements are in place.
If some research questions or issues can be considered particularly sensitive, give sample questions or topics as an indication of the
information that will be discussed or requested. Describe any benefits pertaining to individual participation or more generally. Avoid
grandiose claims.

Participant rights and interests - free consent/withdrawal from participation

Participation should be voluntary, and free from any coercion or perceived coercion. Detail on this matter should be clear - that an
individual is free to participate or not, and the circumstances. If, for example, the participants are students, patients or employees, it will
help to clarify that their decision whether or not to participate will have no bearing on their results, treatment or employment (in some
cases this may need further explanation, such as details about recruitment).

A statement about the participant’s right to withdraw participation, data or material contributed, ordinarily without question or explanation,
needs to be included.

Don't forget to outline how valid consent is to be obtained (by signed consent form, completion and return of an anonymous survey, any
witnessing procedure if applicable, etc.). Often it helps to highlight or bold this part.

Participant rights and interests — privacy and confidentiality
Give clear information about secure arrangements for data access, collection, use, retention and/or disposal. This needs to comply with
mandatory Australian Privacy Principles.

If signed consent forms are required, state whether they will be stored separately from any data collected and who will have access to them.
Remember, people are increasingly concerned about data access and data matching. Clear information will help allay any concerns.

Research output

Outline intended or anticipated publication or reporting of research findings. If need be, reiterate or refer to privacy arrangements
for confidentiality/anonymity. Offer to make available any report or article or summary, where appropriate, and indicate how this
will occur.

Further information about the project - whom to contact
You will need to nominate at least one person to contact regarding further information about the research activity or participation
in the project.

FIGURE 113  Information that should be included in a participant information statement

9780170440806



CHAPTER 1 » DATA ANALYSIS E

Privacy

When undertaking research, it is very important to uphold the privacy of the participants.
Privacy is a fine balance between their interests and those of researchers. Privacy laws attempt
to stop inappropriate intrusion into the lives of individuals. Often, however, the problem is
not the collection of data, but how the data is used or misused by people entrusted with it.
To maintain privacy, and to de-identify the data, personal identifiers such as names and
birthdates that are associated with individuals need to be removed so that information cannot
be traced or identified.

Care must be taken when de-identifying data. The example of de-identified data in
Table 1.5 only removes the names and dates of birth of survey participants. Depending
on the remaining data and the information generated, this may be insufficient to protect

TABLE 1.4 Data that has been collected but not de-identified

Surname Sex Birthday Postcode

Charlotte = Micelli 145 48 F 22/10/2009 3103 1 No
""" Candace  Fock 153 40 F 1002009 3105 11 | Yes
T S e o R R E e b
Eri<":w D”o.rian. N 142 ........ 38‘”“” M 12/12/2009 36;10 ...... n H“Yes “““““
vJaspreet vvvvvvvv Singh 148 41 M M51/12/2008 3041 12 No
Sienna Megane 152 42 s 2/12/2009 3103 1 Yes
Eliew Wu | 1.44 N 43 : I M | 6/01)20(59 ) 3122 N 1" ‘ No |
e L e s L ot
..... Hamish DiPaola 154 37 M 2/02/2009 3044 1" No
Jocinda  Black 143 46 F  4/042009 3m | Ne

TABLE 1.5 Data that has been de-identified. Personal information such as birthdates, first names and
surnames has been removed so that data cannot be identified or traced.

Participant Weight (kg) = Sex
ID1001 145 48 F 3103 1" No
ID1002 153 40 F 3105 11 Yes
. |D1003 160 . 37 - | 3122 ” o
'Di004 h 1‘42 ) 38 | M . 3040 il ﬁ | o Yc;.s | |
|D1005 148 Sy 41 M s o No S
lD‘O 06 152 B 42 : = 11 o
|Di007 i i44 : 43 : M N 3i22 : | " ] N;:
” lD] 008 o 149 P 47 ............. 5 3122 ” ) Yes
ID1009 154 37 M 3044 " No
D010~ 43 46 F am no INo

9780170440806



APPLIED COMPUTING VCE UNITS 1&2

individual research participants from being identified (even accidentally) by at least some
users of the information. This is particularly likely if the users know who the members
of the sample group are, or if they are familiar with the wider population that is being
sampled. Users of the information may be able to identify a survey participant even after his
or her name and date of birth have been removed. This could be caused by the presence
of a characteristic known to be rare in the sample group or wider population, because
this helps to narrow possibilities. Combinations of rare characteristics would amplify this
effect, so that users of the information could make an intelligent guess as to a person’s
identity.

Physical and software
security controls

Data must be stored in a way that preserves confidentiality and meets all legal requirements.
Stored data can be protected with both physical and software-based controls, such as
backing up of data and shredding of confidential documents.

Data needs to be securely retained and then securely disposed of or destroyed when no
longer needed. How long the data or material need to be retained depends on the type of
data. The minimum timeframe for data to be retained for research purposes is five years from
the date of any published or reportable outcome based on the data. For some specific types
of research, other timeframes may be required. For data such as identifiable health research
data, the minimum period may need to be seven years. For identifiable health research data
involving children, the data may need to be kept until the individuals involved turn 25, or
five years after any research outcome based on the data is published or made available for
release, whichever is the longer.

Physical security controls

Steps need to be taken to ensure that personal information is not inappropriately accessed.
Hard copies of personal information need to be secured, and workspaces need to be designed
to facilitate privacy. Consideration should be given to what measures are taken to control
access. For example, swipe cards allow particular personnel into certain workspaces. Logs are
kept of staff movements and their access to particular rooms, and security and alarm systems
are used as a mechanism to control entry to the workplace. Those areas of an organisation
where there is a greater need for access to personal information, such as human resources
departments, should be physically segregated from other areas.

If the organisation requires an attendant to greet clients, consideration needs to be given
to the placement of computers and computer monitors so that clients cannot see what is
on the screen. Other measures include having designated areas for visitors so that they
cannot see forms or hear telephone calls where personal information could be shared.
Other physical controls include the provision of secure storage spaces near workstations to
secure documents temporarily, and a place for securing physical files containing personal
information. If files are placed in lockable cabinets, there needs to be consideration given to
who has access and how access to keys is controlled.
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Encryption

Encryption is the process of translating data into a code that can only be read by authorised
users. 'To read an encrypted file, you must have access to a secret key that you use to decrypt
the data. Unencrypted data is also known as ‘plain text’. Data that has been collected for
research purposes needs to be secured so that only authorised people have access. Encryption
is one way to ensure that the data is secured. Encryption methods need to be reviewed
periodically to ensure that they continue to be relevant and effective. Areas where encryption
could be used include:

« databases that contain personal information

« servers, backups and cloud storage services

+ mobile devices such as smartphones and tablets

« data storage devices such as flash drives and external hard drives

+ data transferred on internal networks or over the internet — for example, using email or
shared files.

Backups

Backups form an essential step in data management. Regular backups protect against a
number of risks, including human error, computer crashes and software faults. Critical data
files or data that are used regularly should be backed up frequently.

It is not unusual for someone to accidentally delete an important file or edit a document
and later realise that some important information was removed. One strategy to minimise
such loss of data by an authorised user is to maintain a backup system. Important files
inadvertently lost can be retrieved from the backup media.

A full backup copies all of the files from a device to a storage medium. It can take
considerable time and is usually performed once over a time period (such as a week, fortnight
or month). A differential backup copies only those files that have been changed since the
last full backup. Restoration of data would involve restoring files from the full backup and
then from the differential backup. An incremental backup is similar to a differential backup,
the difference being that it uses more than two backup media, while a differential backup
uses only two media. An incremental backup only copies files that have been changed
since the last incremental backup. It is the most complicated strategy from which to restore
files since it requires restoration from a full backup and then from a series of incremental
backups. It is a good practice to clearly label all backup media so that you know when the
backup was made and what is on it.

Once you have created backups, where do you put them? Ideally, your backups should be
stored in a location that is safe from theft and damage caused by extremes of temperature
or disasters. Most small businesses have a fireproof and waterproof safe in which valuable
company documents are stored. This might also be used to store backups. It is preferable,
however, to store backups at a remote location, perhaps even in the cloud. This means that if
there is a large natural disaster, such as a flood or an earthquake, the backups will be safe.
One last point to remember is to ensure that backups actually work when you want to
restore the data. It is important to test the effectiveness of your backup files by running a
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disaster recovery simulation. If files cannot be restored from the backup or the system refuses
to recognise them, it is better to discover this before a real emergency.

Cloud-computing companies provide offsite storage, processing and computer resources
to individuals and organisations. These companies are typically third party (i.e. not one of
the individuals or organisations directly concerned with the data) and they store data to a
remote database in real time. The internet provides the connection between this database
and the user’s computer. One of the advantages of cloud storage is the ability to access data
from any location that has internet access, which eliminates the need to carry a USB or
a hard drive to retrieve and store data. The ability to share files with other people and to
collaborate simultaneously, such as by using Google Docs, is also an advantage. Finally, if
something were to happen to the computer, such as a fire or natural disaster, and the data
on it were to be destroyed, having the data saved offsite in the cloud would prevent the data
from being lost.

Google Docs, Sheets, Slides and Forms allows users to create, edit and collaborate with
documents, spreadsheets, presentations and surveys (Figure 1.14). Users can edit files using
a Google application and work on them at the same time as others, so they can read or make
edits simultaneously.

Google Do B sheet j Slid B

FIGURE 114 A selection of applications from Google’s suite of office tools

Usernames and passwords

A username is usually identifiable as belonging to a particular person and can be easily
remembered. Usernames are uniquely assigned to users. Passwords are set by the user and
should be known only to that user. To maintain high levels of security, user passwords should:

« be at least eight digits long

+ include non-alphabetical characters

+ not be easily guessed (for example, a favourite pet’s name is not suitable)
+ be changed every month.

Some network policies force users to change their passwords on a regular basis, and do
not allow passwords to be repeated.

Password protection can also be placed on individual files to protect them against being
viewed by unauthorised people, as shown in Figure 1.15.

Enter the password to open this file:

Flowers for Distinguished.docx

Cancel

FIGURE 1.15 Password protection has been
placed on the file, preventing access to it
unless a password is entered.
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Firewall

Intrusion prevention and detection systems are designed to protect computer networks
by effectively identifying and responding to known attack profiles. A firewall is one such
mechanism to control incoming and outgoing network traffic. A firewall is a server and
software combination that filters the information coming through an internet connection
into an organisation’s internal network. Any packet of data that is flagged by the filters as
unwanted is not allowed through.

The filters used by a firewall may include examining the IP address of computers that
request information from an internal server, blocking all access to certain domain names,
banning certain protocols (e.g. file transfer protocol, mail protocol or Telnet protocol) from
accessing particular servers, and searching for certain words and phrases included in packets
of information, and blocking transfers that contain them.

A firewall can also be used to restrict employees™ access to sensitive information. For
example, a firewall can be used to stop some personnel from accessing the payroll database.

Most firewalls use two separate network interface controllers (NICs); one is connected
to the internal network and the other to the outside world. Material can only move from
one card to the other through the CPU of the server computer that is acting as the firewall.
While the data or information is being checked for authenticity, it is also examined for
viruses and other malicious codes. Everything that comes in from outside is examined for
danger.

Malware protection

Malware is malicious software that includes spyware, adware, Trojan horses, worms and
viruses. Spyware and adware use cookies to track the internet sites that a user might visit.
Trojan horses can leave your computer open to others to read your personal information by
creating backdoor access to your system. Viruses and worms can hijack your system to send
multiple emails to others or perform other acts of mischief. Both can use up essential system
resources, which may result in the computer freezing.

Network administrators usually require workstations to run virus protection software. The
antivirus software is often updated automatically via the network. A firewall is also useful to
block malware from sending personal information over the internet. Anti-adware programs
should also be run on workstations.

Whitelisting and blacklisting

Whitelisting and blacklisting are ways of controlling the content, applications or entities
that are allowed to run on, or access, a device or network. A whitelist is a list of those
programs and IP or email addresses that are permitted to access your system. Anything that
is not on the list is blocked. System administrators create such lists based on the needs and
requirements of their users.

A blacklist, on the other hand, is a list of those entities that may not access your system.
Many antivirus programs rely on a set of blacklists. Blacklists work on the premise that
everything that does not appear on the list is permissible, whereas whitelists are more
conservative and take the position that any address or domain not on the list is unsafe.

Both whitelists and blacklists can prevent unsafe material from accessing your system, but
whitelists provide more protection.
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Australian Privacy Principles

Originally, the Privacy Act 1988 (Cwlth) only dealt with the handling of data by Australian
Government agencies. Many people criticised this limitation because it seemed that private
organisations were not required to apply even the most basic of safeguards on data they
collected. Even worse, there were no regulations preventing non-government organisations
from collecting data by any method and using it for any purpose without the consent of the
people whose private details were concerned. In particular, the rapid growth of electronic
transactions, especially over the internet, led many people to demand some sort of legal
protection from those who might gather data about internet browsing habits. The government
was keen to encourage the development of electronic commerce while protecting the
confidentiality of consumers and increasing public confidence in electronic transactions.
These amendments have now been incorporated into the Privacy Act 1988 (Cwlth) and are
the most significant changes to privacy laws since the inception of the legislation.

There have been several additional powers included within this Act since 1988, but its
main purpose has remained unchanged. The Privacy Act 1988 (Cwlth) was amended by
the Privacy Amendment (Enhancing Privacy Protection) Act 2012. This came into effect in
2014. As part of this Act, the Australian Privacy Principles replaced the National Privacy
Principles and the Information Privacy Principles so that Australia now has one set of
privacy principles. The Australian Privacy Principles (APPs) generally apply to Australian
Government agencies. They do not apply to local councils or state or territory governments.
Some states have their own privacy laws. For example, Victoria has the Privacy and Data
Protection Act 2014 (PDPA).

The changes to the Privacy Actinclude 13 privacy policy principles known as the Australian
Privacy Principles (APPs) (Table 1.6). The APPs were devised to set out the standards, rights
and obligations for collecting, handling, holding, accessing, using, disclosing and correcting
personal information. The APPs oversee the handling of personal information by:

+ Australian and Norfolk Island government agencies
« all private health service providers

+ businesses that have an annual turnover of $3 million or those that trade personal
information.

It should be noted that Section 6 of the Privacy Act defines ‘personal information’
as ‘information or an opinion about an identified individual, or an individual who is
reasonably identifiable’. This might include a person’s name and address, medical records,
bank account details, photos, videos and even information about what an individual likes,
their opinions and where they work. Another important aspect of the Privacy Act refers to
‘sensitive information’. Sensitive information is defined in the glossary and includes health
information. The Privacy Act provides a higher level of privacy protection to sensitive
information than to other personal information.

Of particular interest for this study are Principle 2, ‘Anonymity and pseudonymity’,
Principle 6, ‘Use or disclosure of personal information’, and Principle 11, ‘Security of
personal information’.
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APP 2, ‘Anonymity and pseudonymity’

Australian Privacy Principle 2 provides individuals dealing with organisations the option of
using a different name or a pseudonym in relation to a particular matter. This measure is
in place so that individuals cannot be identified. In addition, individuals can also remain
anonymous. For example, when an individual calls an organisation, often a message states
that the call will be recorded for training purposes. If the individual objects, the call is not
recorded. At a later date, when staff from the organisation receive training, the names of
the individuals whose voices have been recorded must be changed in order to protect their
identity when these real examples are used.

APP 6, ‘Use or disclosure of personal
information’

Australian Privacy Principle 6 states that the information that is being held is in line with
the primary purpose it was intended for. Information cannot be used for a secondary
purpose unless the holders of the information have received consent from the individuals
concerned. For example, if a sporting organisation collected information about their players
for the purpose of organising competitions and making the details available to the coaches
and captains, then that would be the primary purpose of the data. However, if the sporting
organisation wanted to provide the details of their members to a shop that specialised in
sporting merchandise, then it could not do so, as this would be using the information for a
purpose for which it was not intended.

APP 11, ‘Security of personal information’

Australian Privacy Principle 11 refers to measures taken to actively secure personal
information held, and also considers whether those who hold this personal information are
permitted to retain it. Reasonable steps need to be taken to protect the information from
misuse, interference and loss, as well as unauthorised access, modification or disclosure.
Additionally, once there is no longer a need for any purpose, reasonable steps need to be
taken to destroy or de-identify the personal information held.
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TABLE 1.6 Australian Privacy Principles

APP1  Open and transparent management of personal information
Ensures that APP entities manage personal information in an open and transparent way. This includes having
a clearly expressed and up-to-date APP privacy policy.

APP2  Anonymity and pseudonymity
Requires APP entities to give individuals the option of not identifying themselves, or of using a pseudonym.
Limited exceptions apply.

APP 3 Collection of solicited personal information

Outlines when an APP entity can collect personal information that is solicited. It applies higher standards to
the collection of ‘sensitive’ information.

APP 4 Dealing with unsolicited personal information

Outlines how APP entities must deal with unsolicited personal information.

APP5  Notification of the collection of personal information

Outlines when and in what circumstances an APP entity that collects personal information must notify an
individual of certain matters.

APP 6  Use or disclosure of personal information
Outlines the circumstances in which an APP entity may use or disclose personal information that it holds.

APP7  Direct marketing
An organisation may only use or disclose personal information for direct marketing purposes if certain
conditions are met.

APP 8  Cross-border disclosure of personal information
Outlines the steps an APP entity must take to protect personal information before it is disclosed overseas.

APP9  Adoption, use or disclosure of government related identifiers
Outlines the limited circumstances when an organisation may adopt a government related identifier of an
individual as its own identifier, or use or disclose a government related identifier of an individual.

APP 10 Quality of personal information

An APP entity must take reasonable steps to ensure the personal information it collects is accurate, up
to date and complete. An entity must also take reasonable steps to ensure the personal information it
uses or discloses is accurate, up to date, complete and relevant, having regard to the purpose of the use or
disclosure.

APP 11 Security of personal information

An APP entity must take reasonable steps to protect personal information it holds from misuse,
interference and loss, and from unauthorised access, modification or disclosure. An entity has obligations to
destroy or de-identify personal information in certain circumstances.

APP 12 Access to personal information

Outlines an APP entity’s obligations when an individual requests to be given access to personal information

held about them by the entity. This includes a requirement to provide access unless a specific exception
applies.

APP 13 Correction of personal information
Outlines an APP entity’s obligations in relation to correcting the personal information it holds about
individuals.

Office of the Australian Information Commissioner website, www.oaic.gov.au, Creative Commons Attribution 3.0 Licence
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Ethical dilemmas

Everyone wants the benefits of digital systems; however, intended and unintended negative
effects can impinge upon people’s rights. As a result, those who design, control and use
digital systems have a responsibility to consider the real and potential negative effects and to
eliminate or lessen them as much as possible. Sometimes, even this may not be enough to
justify the proposed collection, creation or storage of data and information. It is important to
take into account legal objections and ethical considerations when creating, acquiring and
storing data and information. The purpose for collection needs to be clear. This also needs
to be articulated in the participant information statements and the consent forms provided
to the people from whom information will be sought. Questions of storage also need to be
resolved so that data and information cannot be accessed by unauthorised users, and to
specify the period of time for which it will be held.

Ethics are the accepted moral standards that govern the ways in which we behave. These
standards may be common across a particular society or specific to a single organisation.
They apply to activities that are questionable even if they are not illegal and are distinct
from laws. Ethics often provide us with a set of guidelines for appropriate behaviour. If we
choose to ignore these guidelines, we may not be committing a crime, but we may be sacked
by an employer or shunned by society. For example, the impact of violent video games
on children has long been debated. Some people have voiced their concerns that video
game writers should not include animated violence in their games because it has a negative
impact on children. A system of classification exists for games, similar to television and film
classifications, but there is no legal restriction preventing these games from being created.
These examples demonstrate how ethics hinge on society’s values and standards. In the video
game example, there are two competing principles. On the one hand, some would argue
that protecting children from video games that might be harmful is the right thing to do.
Others would argue that it is more important to maintain freedom of expression. Often,
then, questions of ethics become debates over which of two principles is more important.
Such conflict may be said to constitute a dilemma. This is especially the case when the
consequences of action are open to debate or interpretation.

The standards or guidelines that determine whether an action is good or bad are what we
call ethics. Ethics govern, among other things, the use of data collection. Ethical principles
or guidelines often have an accompanying law, but the ethical principle is usually broader
and the law applies only to certain circumstances or certain applications of the principle.

For example, it is ethical to obtain permission to publish photos of people on websites
or in promotional material. Sometimes, people may object to their images being used for
these purposes. The purpose for taking the photo and how it is intended to be used need to
be made clear. Ethically it is wrong to use a photo for a different purpose from that for which
it was originally collected. Similarly, when using data-collection tools such as surveys and
interviews, it is important to reassure participants that the data provided, within the limits of
the law, will remain anonymous and that others will not be able to identify their individual
comments. It is not simply that it is important to put participants’ minds at rest regarding
their concerns about protecting privacy; it is also important to ensure that their privacy is in
fact protected (and to ensure that non-participants in the larger group of which the sample
is supposed to be representative are not put at unacceptable risk of suffering as a result of
mistaken identification).
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In addition to legislation such as the Copyright Act 1968 and the Privacy Act 1988 (see
Chapter 6), many organisations have policy documents that mandate such things as who has
access to different areas of the information system, and the penalties for misuse of information
within an organisation. Ethical, legal or social tensions may arise within an organisation
through a lack of clarity in such policy documents.

For example, a situation could arise in which an employee needs to perform a task on the
network that requires approval from their manager. If the manager were away on sick leave,
the employee might take it upon themselves to access the manager’s account in order to get
the task done. Although such an action is not illegal, it is unethical and it could result in
disciplinary action for the employee.

The six steps outlined below for handling ethical dilemmas act as a framework that can
be used within an organisation to solve legal, ethical or social tensions. This framework will
provide support and guidance in making a decision when presented with a dilemma. Once
the organisation has solved its problem, it may wish to update any policies concerned to
ensure that the process for resolution is clearer.

1 Identify the problem: What decision has to be made and what facts are required?

2 Identify the stakeholders: Who are they? What interests do they have? What power do
they have? Who is vulnerable? How are the vulnerable to be protected?

3 Identify possible alternatives: What options are available? What are the likely
consequences?

4 Identify ethical standards: Are there any applicable laws? Are there any morals or standards
that could be applied? Is there a precedent?

5 Evaluate options: Identify strengths and weaknesses. Identify the option that causes least
harm. Can the decision be reversed?

6 Make a decision: Select the preferred option. Justify the option. Communicate the result
of the decision to all stakeholders.
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accurate correct in all details and free from errors

array an indexed set of related elements. All elements within an array have a numeric index
and are of the same data type

backup the process of copying files from an information system to some type of storage
device to guard against possible data loss

bias prejudicial or unreasoned judgement

blacklist a list of applications, email addresses, IP addresses and websites that cannot access
your network

Boolean data type a logical data type; Boolean data can hold one of only two possible
values, usually true or false

character a data type representing a single letter, number, symbol, punctuation mark or space

closed (or closed-ended) questions queries that are restricted in the range of options
provided so that only speciﬁc answers are elicited

comma-separated value (CSV) file a file type that stores data in a tabular format in plain
text, with table columns separated by commas (delimiters)

data unprocessed, unorganised and distinct facts or ideas; in addition to text and numbers,
data also includes sounds, images and video

data integrity the quality of the data
data structure a way of organising data so it can be used in an effective way

data types different forms that variables and data may take, that determine the data that a
variable may contain, and how the data or variable may be manipulated

decrypt to translate encrypted data back into ordinary text that can be read by anyone
de-identify to remove information from data so an individual cannot be identified

differential backup used in conjunction with a full backup; only files that have been altered
since the last full backup are copied; restoration requires the full backup to be restored first,

followed by files from the differential backup

dilemma when people must choose between two (or more) equally desirable (or undesirable)
options; for example, between allowing the sale of violent video games to preserve freedom
of expression and banning their sale in order to protect children from possible harm

encryption the process of encoding or changing data so that an unauthorised user who reads
the data would not be able to understand it

ethics accepted moral standards that guide behaviour; these standards may be common
across a particular society or specific to a single organisation, and they apply to questionable
activities over and above any legal requirements; ethics often provide us with a set of
guidelines for appropriate behaviour

exponent the power of 10 by which the mantissa in a floating-point number must be
multiplied to regain the original number

firewall hardware and software that restrict access to data and information on a network
ﬂoating-point number a number with a fractional or decimal component

focus group a small group of individuals who are carefully selected, so that each one fits a
particular demographic and the researcher can obtain the necessary data through a guided
discussion that probes the participants’ attitudes about the topic

footnote a reference that is listed at the bottom of the page on which the citation is made

full backup copying all chosen files to a backup device; it can be slow to perform, but is the
easiest and quickest form of backup from which to restore data
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incremental backup similar to a differential backup in that it works in conjunction with a full backup, and only backs up files
that have been altered since the last incremental backup, but it uses more than two backup media; it is the most complicated
strategy from which to restore files

information processed, organised and value-added data, which can be paper-based (hard copy) or digital (soft copy)

informed consent a necessity for all participants before agreeing to take part in research; participants must be informed of
what the research involves, the time commitment expected and any possible risks that may arise

integer a number without a fractional or decimal component
interview a conversation, usually between two people, in which questions are asked and answers are given

malware short for ‘malicious software’; programs designed to infiltrate and cause damage, disruption or access to a device or network
without the user’s knowledge or consent; includes viruses, worms, Trojan horses, adware, spyware, logic bombs and keyloggers

mantissa all of the digits in a floating-point number, with a decimal point after the first digit that is not zero
observation a way of finding out about the world around us by using our five senses
open-ended questions queries that allow people to answer in the manner they wish

participant information statement a document that provides participants with information about the research in an
unbiased way, and also provides the scope to answer questions that the participant may have

password a secret term used to identify the user
plagiarism passing off someone else’s work as your own
precision being exact

primary sources original, unprocessed data and resources; that is, information that has not been processed, analysed or
interpreted in any way, such as interviews, speeches, emails, debates and meetings; primary data usually comes from stakeholders

pseudonym a fictitious name that is given to a person, or that is chosen by a person, to hide or protect their identity

qualitative data collected data that is based on subjective data-collection techniques such as interviews, focus groups, video
footage and observation

quantitative data collected data that is measurable and specific; quantitative data gathering is based on verifying a theory
through the use of statistics and data that is largely numerical

record an indexed set of related elements. All elements within a record have a field index and may be of different data types

referencing citations in a document that assist readers to know where to locate the source of an original idea or quote in a
piece of work, and assist students to avoid plagiarism

relevant appropriate to the discussion
reliable able to be trusted
research question a question that enables a researcher to narrow the focus of the topic of the investigation

secondary sources sources of information that has been processed, interpreted or analysed in some way by other people,
such as textbooks, websites, magazines, newspapers and TV programs

stakeholder an individual or group who either has an interest in, or is affected by, the decisions and actions of an organisation
string a data type representing a set or sequence (collection) of characters

survey usually a set of questions that ask for a response from a list of alternatives, such as A, B, C, D, or from a range, such
as 1-5 or very low to very high; surveys can easily be given to many people, and are easily processed and analysed using
computer-based methods because the answers can be recorded as numbers

theory a general statement that describes something, provides an explanation of why something happens and can be applied
to predict what will happen in the future

unencrypted data data that is not protected by encryption and can thus be read by anyone; also known as ‘plain text’
username the name given to the user on a computer or computer network

variable in programming, a key word, phrase or symbol that represents a value that may change
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vested interest arises when an individual, group or organisation has a strong personal interest because there is an advantage
to be gained

whitelist a list of those programs and |P and email addresses to which the administrator has granted access to a system or
network

Important facts

1 Data must be relevant to produce usable information. Data needs to be processed while it is current because decision
making should not be based on outdated data.

2 Data that is entered into a computer must be accurate. Transcription is often a cause of error. Transcription errors occur
when the person entering the data misreads the information through, for example, a lapse in concentration or being
interrupted, or presses the wrong key.

3 Interviews are usually done one-to-one, but can sometimes be done in groups, and can take a substantial amount of
time. A major feature of an interview is the opportunity for in-depth follow-up and clarification questions that cannot be
done with surveys, which are often answered in private. Interviews are very useful for eliciting the feelings, attitudes and
opinions of people that are too complex to easily record in a survey.

4 Bias can infiltrate data if the respondent to a survey or interview has a vested interest in the outcome of the research, if
the timing of the data gathering is inappropriate, or if the chosen sample size is too small.

5 Timing of events needs consideration when collecting data as it can cause skewed results, which can lead to inaccurate or
misleading conclusions.

6 Sample size must relate to the purpose of the data collection. Generally, a larger sample size leads to greater precision.

7 There is a plethora of unchecked information on the internet; however, some of the views presented may not be widely
accepted or proven. Sources cited should be reliable.

8 The American Psychological Association (APA) created a style guide to assist with academic writing such as essays, books
and other publications. The APA style is widely used and is the style that students are expected to reference.

9 Privacy is a fine balance between the interests of researchers and those of the participants. Privacy laws attempt to stop
inappropriate intrusion into the lives of individuals. Often, however, the problem is not the collection of data, but how the
data is used or misused by people entrusted with it.

10 Researchers must ensure that data and materials generated and collected as part of their research, regardless of the
format, are stored securely in a durable and accessible form. Stored data can be protected with both physical and
software-based controls, such as backing up of data and shredding of confidential documents.

11 Cloud-computing companies provide offsite storage, processing and computer resources to individuals and organisations.
These companies are typically third party and they store data to a remote database in real time.

12 To verify users’ rights to access a network, security features are required. A system of establishing usernames (or user I1Ds)
and passwords allows for the identification and authentication of each user.

13 The Privacy Act 1988 (Cwlth) was amended by the Privacy Amendment (Enhancing Privacy Protection) Bill in 2012.
This came into effect in 2014. As part of this Act, the Australian Privacy Principles (APPs) replaced the National Privacy
Principles and the Information Privacy Principles so Australia now has one set of privacy principles. The APPs apply to
Australian Government agencies.

14 APP 2, ‘Anonymity and pseudonymity’, offers individuals dealing with organisations the option of using a different name
or a pseudonym in relation to a particular matter.

15 APP 6, ‘Use or disclosure of personal information’, states that the information that is being held is in line with the primary
purpose it was intended for. Information cannot be used for a secondary purpose without consent from the individuals
concerned.

16 APP 11, ‘Security of personal information’, states that reasonable steps need to be taken to protect personal information
an organisation holds from misuse, interference and loss, and from unauthorised access, modification or disclosure. The
organisation also needs to destroy or de-identify personal information in certain circumstances.
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Review quiz Data and information

1 What can occur if information is produced from incorrect or incomplete data?

2 Why is it important to ensure that data is accurate?

3 What are the properties of usable data?

4 What is a common cause of inaccurate data?

5 How can the accuracy of a primary source be determined?

6 With an example, explain the importance of timeliness in ensuring the quality and usability

of data.
7 What influences the introduction of bias into data?
8 What is the difference between quantitative and qualitative data? Provide two examples.
9 What strategies could be used when gathering quantitative data?
10 Provide an example of referencing based on the APA style.
11 Why is it important to obtain permission when collecting data?
12 What is the purpose of consent forms?
13 Why is encryption important in data security?
14 How do usernames and passwords protect data?
15 What makes a strong password? Provide an example of a very strong password.
16 Describe a strategy for backing up data.
17 What is the difference between a full backup and an incremental backup?

18 Why is it important to secure data when conducting research?

Interactions and impacts

19 How do the Australian Privacy Principles affect the individual?
20 Under which legislation do the Australian Privacy Principles fall?
21 Why is it important to de-identify personal data?

22 What is an ethical dilemma in the context of data collection for research purposes?
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Street traffi

1 Milorad believes that there is too much traffic in his street, particularly on weekdays - in the
morning and evening. Milorad lives in a small residential street, but cars use this street as a
short cut to avoid traffic lights and the main roads. Milorad wants to do some research to
support his theory about the traffic on his street, and present a case to the local council.

Clearly state the topic Milorad will investigate.

What type of data will Milorad need to collect to assist in his investigation?

Identify an appropriate data-gathering technique Milorad could use.

Justify the selected data-gathering technique.

How will Milorad keep the data safe?

Does Milorad need to get permission to conduct his research and, if so, from whom?

What tools will Milorad use to interpret the results?

SJQ 0 0 0 T Q

What types of relationships and patterns is Milorad looking for?

How will Milorad present the data to the local council?

Internet usage

2 Go to the UN Data website and select ‘Datamarts’. Then find the World Telecommunication/
ICT Indicators database from the list of all the data sets provided. Select to view the data on UN Data
the percentage of individuals using the internet.
a Filter the data to show only the value of countries using the internet in 201014 from
10 countries. It is best to select from a mixture of countries to highlight the differences
between them in levels of access to the internet.

Copy and paste this data into a spreadsheet program.

0

Create a column chart and a scatter diagram chart to depict these statistics.

d  Discuss which graphic representation best conveys the data and why.

CHAPTER 1 » DATA ANALYSIS
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CHAPTER

On completion of this chapter, you will

be able to demonstrate knowledge of:

Approaches to problem solving

structural characteristics of
spreadsheets and databases, such as
cells, fields, records and tables

types and purposes of data visualisations
suitable for educating, entertaining,
informing and persuading audiences

functional and non-functional
requirements of solutions, constraints
and scope

design tools for representing the
functionality and appearance of

databases, spreadsheets and data
visualisations, such as annotated

diagrams and mock-ups

formats and conventions suitable
for databases, spreadsheets and data
visualisations

software functions and techniques for
efficiently and effectively manipulating,
validating and testing data to develop
databases, spreadsheets and data
visualisations

du

Data visualisations

If you can imagine the amount of data that is generated every day just
by using social-networking tools, you might also be able to imagine that
there is someone, somewhere, who is looking through a mountain of data
for meaning. Data visualisation is the process by which we take large
amounts of data and process it into effective graphical representations
that will meet the needs of users or clients. These representations

can take the form of charts, graphs, spatial relationships and network
diagrams. In some cases, the data visualisation might involve interactivity
and the inclusion of dynamic data that allows the user to deduce further
meaning from the visualisation.

This chapter introduces students to the knowledge and skills needed to
use software tools to access authentic data from repositories and present
the information in a visual form.

The key knowledge and skills are based on Unit 1, Area of Study 1. If
a data visualisation is effective, it reduces the effort needed by readers
to interpret the information. This chapter takes students through the
different types of visualisations, and then uses a case study to explore
some of the tools available to process data from various sources and
repositories, such as the domestic energy consumption records, the
Bureau of Meteorology and the Australian Bureau of Statistics.
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CHAPTER 2 » DATA VISUALISATIONS

What is a data visualisation?

Data visualisation results from using software tools to access and select data from large data
repositories, and then present that data in graphical form. This can be in the form of graphs and
histograms, charts and maps, or spatial relationship diagrams and network diagrams. This type

of graphic representation helps the viewer
to identify patterns and relationships in vast
amounts of data that would not be identifiable
in the raw data. Data visualisations can be still
(static) or moving, or updated regularly or
in real time (dynamic). Emerging examples
using virtual reality (VR) and augmented
reality (AR) allow viewers to be immersed
within the data to observe patterns and
relationships.

While there are many ways to convey
information based on data, a visual method
is the most effective. Extensive research
has consistently supported the proposition
that humans gain better understanding by
visual communication. The human brain

has developed to interpret visual data quickly

and accurately.

Science Photo Library/Sovereign/ISM

FIGURE 21

for visual information. The primary visual cortex

The human brain has a preference

(yellow) and the secondary visual cortex (pink) are
highlighted here. The visual cortex receives and
processes visual input from the retina.

There are two main aspects of visualisation communications:

« Information visualisation deals more with ideas and concepts.

« Data visualisation offers a graphic representation of complex data sets.

Less data

-

Data info/type: proessiy, framewno k
Visualisation type: simp['ez‘%petapho ical
Visualisation features: co v”e'xhg\o metapho
Typical setting: presentatios, féqgh ng
Goals: learning simp ify ng %«Q}

«*V
SN

Conceptual

Data info/type: con p ex undefined
Visualisation type: metap ical, creative
Visualisation features: co ventio metapho
Typical setting: wo k ng sessio , brainsto ming
Goals: d scoe ry, simp ificatin, learning

Exploratory

Explanatory

Data info/type: simple, lov  vb ume
Visualisation type: co ventio al chart, static

Visualisation features: clear po nt, simple narrative

Typical setting: fo mal presentatio s
Goals: affirm, set co tek

> Data-driven

R,
\\\2\

Data in\%ig_ype: big data, comn plex dp amic
Visualisatioftype: advanced, unco ventio al

Visualisation f

N

K[

'More data

FIGURE 2.2 Data and information may be visualised in several ways.
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ures: interactive, aute dynamic

Typical setting: woik ng sessio s, testing analy is

Goals: trend spb ting,'sense mak ng, deep analysis
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Virtual reality and
augmented reality are

discussed in Chapter 6.
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Purposes of data visualisation

There are many purposes for a data visualisation. A successful chart could satisfy many needs
by simultaneously:

+ educating to develop understanding
+ entertaining to amuse and distract or provoke a response
+ informing to convey information

+ persuading to encourage adoption of a point of view or opinion.

INTERESTINGNESS USEFULNESS
Relevant Usable
Meaningful Fit to purpe e
Innea tive Efficient
INTEGR TY BEAUTY
Accuracy / Structure
Co sistency Storyl Appearance
B cts concept Harmo y
Visual form
Information
/data

FIGURE 2.3 What makes a good visualisation?

Categories of data visuvalisations
Data visualisations can be loosely described in two categories:

* explanation — to convey an existing point of view. This style may also be persuasive,
inviting the viewer to reconsider a previously held point of view

« exploration — allows for some user choice. The views are selected from a range of options.
The combinations of views, while necessarily limited, are not predetermined. The viewer
may locate and further interrogate a data item of interest.

9780170440806
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Explanatory

An explanatory data visualisation sets out to explain a point of view. Features of this type of
visualisation are that it is:

+ clearly expressed
+ simply laid out

e based on known facts.

Exploratory

Exploratory visualisations allow users to select a value or category to explore connections
and relationships. An example is shown in Figure 2.6, which is an on-screen interactive
visualisation of student progress and results. The relationships between submitted work,
progress and grades for the entire class group can be combined onto one screen. The hover
tooltip reveals further details on each record. As further records are added, the display is
recalculated and updated.

Table of consanguinity

showing degrees of relationship et

3 4
.')".(".' _
§ oo 3 5
= /' _
2 4 6
1 3 5 7
Nieces/nephews First cousins once _
remoe d
2 4 6 8
Great-nieces First cousins twice
/nephews remoe d
3 5 9
: G | Great-grandnieces First cousins thrice
.grandchildren /nephews remoe d

FIGURE 2.4 There is very little number data here. Consanguinity shows the degree of separation from a
person of interest across a family’s generations, known as ‘how many times removed’.
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Spelling varies according
to whether AU/UK or US
English is being used. In
this text we apply the
AU/UK spelling
‘visualisation’, rather

than the US spelling
‘visualization’. Curiously,
when abbreviated, the
AU/UK ‘dataVis’ is
consistent with both
spellings, while the
alternative ‘dataViz’ is not.
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APPLIED COMPUTING VCE UNITS 1&2

Informing by demonstration or exhibition

Demonstration or exhibition visualisations allow for demonstration of relative data values
and comparison between categories. On-screen, these may be interactive to allow for user
input and direction.

Elevation span of every country in the World

Distance between the highest and lowest point in each country

https://www.visualcapitalist.com/wp-content/uploads/2018/09/elevation-spans.html, used with permission

FIGURE 2.5 Complex data sorted and shown in descending data order. Australia is indicated by

contrasting blue outline box.
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Instructor Carroll, Pete

Decisive Data University

How are my students doing overall? How are my students doing with assignments? | Late Complets
Student Grade Student

Dr. Seuss A 996 Or. Seuss EEEEN
Emerson, Ralph Waldo A 2212 Emerson, Ralph Waido %

Faulkner, Wilkam A 958 Faulkner, William EEEEEEEN
Greene, Graham A 9063 Greeno, Graham iB pe

Grisam, John A 9250 Grisam, Joh i

Mardy, Thomas 8¢ 8990 Mardy, Thomas kst L B
Heller, Joseph 8 8063 Heller, Joseph B Lzl

Hemingway, Ernest C+ e Hemingway. Emest iz

Homaer B .65 Mormer

Hugo, Vietor A "o Mugo. Victor

Huxtey, Alkdous F 2 Huxley, Aldous

trving, John A 2084 Irving, John " Al

Joyce. James A 93,96 Joyce, James | I

[PRAS— A o PR - -

What is my course grade distribution? What is my course late assignment trend?

"

10
3 w0
3
5
: B R e I e s
A A 8 8- B+ c Ce o F

What is my course missing assignment trend?

Decisive Data

https://www.decisivedata.net/k12-classroom-evaluation

SIVE DATA - data has boon altored ol

FIGURE 2.6 An interactive dashboard with data visualisation. This Tableau demonstration has hover tooltips
for each element to provide further detailed information.

Types of data visvalisation

Data visualisation is a relatively new field of computing. As more and more data sets are
made available, the number of individuals and organisations performing analysis on this
data is also increasing. The variety of visualisations being used is endless. Data is being
manipulated and processed into new forms of visualisations every day.

Any graphic that displays and explains information, whether data or words, can be
described as a ‘data visualisation’. Data visualisations can take many forms. The elements
used to convey the message can include:

« graphics
+ images

« video

« audio

e animations

o data
o text
o charts.

The first charts were produced in response to a need to convince others about a situation.
The visual presentation was a means of showing numbers that were otherwise too difficult to
follow and whose significance was therefore lost.
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Florence Nightingale, for example, was not only a nurse, but a statistician and a social
reformer. She made use of a rose chart or coxcomb chart — a combination of stacked bar
and pie chart used to convey proportion and amount in one image (see Figure 2.7). She used
this to convince hospital administrators to change hygiene practices during the British war

in the Crimea (1853-56).

DIAGRAM or rux CAUSES or MORTALITY
IN THE ARMY IN THE EAST, APRIL 1856 o MARCH 1855.

The Areas of the Rue: red. & bladks wedges are cach measured from
the cenlre as the commaen. perter,

The Wue wedges measured from the cenlre of the curele represent areas
Tor arva the deaths fram Freventidie or Mitigable Zymotic drseases, the
rvd wedges measured from the centre the deaths from. wounds, &the
Hack wedges measured from the centre e deaths from all dher causes.

The Rack kne acress Ve red. treargle in Nov! 1854 marks tie bendary

1 Gelober 1854, & April #55, the Wack area. comcddes unthy the red. f
nJarwary & February /85, the blue comcdes with the Wad: P
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Notes on Matters Affecting the Health, Efficiency, and Hospital Administration of the

British Army, 1858

FIGURE 2.7 Florence Nightingale provided persuasive rose chart analysis arguing that disease caused more
deaths than wounds in the Crimean War (1853-56).

Chart with a story

Widely regarded as the best graph ever drawn, Charles Minard's visual representation of
Napoleon’s march to Moscow (Figure 2.8) gives the user information on several levels at
once:

» geographical

+ climatic

+ numerical.

The top line represents the troops moving (from left to right) towards Moscow in
1812-13. The figures on the side of the line show the dramatic fall in troop numbers, and
the corresponding thinning of the line shows the fall visually. It can be seen that each time
Napoleon crossed a river, he lost large numbers of troops. The line at the bottom of the
graph shows temperature. As the temperature continued to drop, still more troops were lost.

The black line shows the troops retreating (from right to left). One can only speculate
about how different history might have been if Napoleon had had Minard in his midst
during his troop campaign in Russia.

Thirty years later, Matthew Henry Phineas Riall Sankey used this visualisation for energy
flow. This type of graph came to be called a Sankey diagram. These band graphs are
routinely used for illustration of flows.
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CARTE FIGURATIVE des pertes successives en hommes de 'Armée Francaise dans la campagne de Russie 1812-1813.
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FIGURE 2.8 Charles Minard’s map showing the French army’s disastrous Russian campaign of 1812.
The graphic represents six types of data in just two dimensions: the number of Napoleon’s troops; distance;
temperature; the latitude and longitude; direction of travel; and location relative to specific dates.

Charts

A chart (also known as a graph) is a method of displaying data visually, where the data set is
represented as symbols in the chart. Many spreadsheet applications have charting (or graphing)
capabilities. Features of a chart can include a title, axis, scale or grid, data labels and a legend.
Charts are often used to visualise numerical data. There are a range of chart types, and
each type is used for different purposes. A bar chart can be used to compare different items, a
pie chart to show each data item as a proportion of the population, line charts are useful for
showing the trend in a data item over time and histograms are useful for grouping data, then
showing the frequency of each group. New types of charts are regularly developed that have not
been seen previously as animation and presentation technologies allow greater functionality.

Which chart to choose?

It is your choice how best to present the data you have selected to present, illustrate and
support a statement of your findings. There is no best way, but there are other, better ways of
presenting the data and information.

In making your decision on how to present the data, consider how you will:

* comvey a message or meaning

+ identify trends or specific information
« illustrate an aspect worthy of attention
 provide an overall view of the data.

Different types of charts have advantages over others for achieving clearer communication.
Figure 2.9 shows different types of charts used for different purposes, but these only scratch
the surface in terms of types of data visualisations.
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FIGURE 29 Some common types of data visualisations; network diagrams and maps are not shown.

Qualitative Chart

Chooser

Interactive 3D globe

Qualitative data presents some difficulties as charts using standard axes do not easily

display such data in a meaningful way. The Qualitative Chart Chooser website has a gauge

to determine which chart may be appropriate.

Maps

A popular method of displaying geographical
data is to use map-based visualisations.
These types of visualisation are often called
geospatial visualisations. Geospatial data
is data that is related to the geographical
location covered. Data could be related to
population, roads, rivers, climate, mobile
phone towers or any other characteristic
of the area. Many geospatial visualisations
are dynamic and allow the user to zoom in
or out or navigate over an area. Geospatial
visualisations are becoming more popular
because they are a very powerful tool
that allows the data to be brought to life
through visualisation. As a range of data

FIGURE 2.10 This map from the Bureau of
Meteorology (BoM) shows predicted wind direction
and speed.
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can be overlaid with a geographical location, the uses for these types of visualisations are
many. They have been commonly used for agricultural, environmental, mining and urban
planning purposes, but the list is endless.

95°E 100°E 10S°E 110°E 115°E€ 120°E 125°E 130°E 135°E 140°E 145°E 150°E 155°E 160°E 165°E 170°E 175°E

BhRassbn o3 2INRER888 2,

Deep purple ... the Bureau of Meteorology's interactive weather forecasting chart has added new colours.

Bureau of Meteorology, www.bom.gov.au CC BY 3.0 Au

FIGURE 211 An example of geospatial visualisation. The legend for BoM weather forecast maps was Geospatial
modified in 2013 to include mauve for temperatures above 50°C. visualisation

Networks

Network visualisations show relationships between different data items and relationships
between different data sets. Finding relationships within and between data sets has been an
area of increasing interest in recent years as more data has become publicly available from
both government and private organisations around the world.

A network visualisation might show the frequency with which individual players might pass
the ball to each other in a football game or the number of people who travel on a public transport
system each day. Network visualisations are also used to represent the layout of computer
networks and public transport systems. Figure 2.12 shows examples of network visualisations.

S s
A 1526 A

INOGE kT

hara vy
“ GLINEA
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ausTrabia’ |
) 14
X

MEW TESLAND

UC Regents/B. Huffaker image created using graph layout

code provided by B. Cheswick and H. Burch.
MIT Senseable City Laboratory, greatescape.co

FIGURE 2.12 (a) No map exists of the entire internet, but these lines show the paths an email may take
across some of the largest networks; (b) network visualisation of low-cost flight connections from Melbourne
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Time series

Time visualisation represents a data item or data set over a period of time. Some time-
based visualisations will show historical data, while others capture live data to provide real-
time information. It is also possible to display the dimension of time by adding motion or
animation to create a dynamic data representation.

The data could also be related to a timeline or time series. Timeline data may relate to
individual items or events and show the order in which the items or events occurred over a
time period. Time series data may relate to the same data item and show the variations or
changes in the item over a time period.

Income per person (GDP/capita, PPPS inflation-adjusted A

Time

A Maddison, M. Lindren, IMF & more

Gapminder based on World Bank,
Creative Commons 4.0 licence

-

FIGURE 213 Time visualisation: screenshot from gapminder.com showing

GDP for several countries from the time period 1918-2018

FlowingData

] Flow
21 . .. . . .
THINK ABOUT 4| Flow visualisations involve representing data that illustrates the flow pattern of one or

bbb LM 1110rc data items. This could be the pattern of customer movements through a supermarket

Using a search or the series of pages a user would visit on a website to complete a transaction (user-flow

engine, find three diagram).
examples of user-

. Flow visualisations are also used for scientific purposes to visualise the flow patterns of
flow diagrams.

Go to the
FlowingData (Figure 2.14a) was collected during testing using a wind tunnel, and the data converted to

objects that are normally invisible, including air and water. The data for this visualisation

website and find an image. The basketball court heatmap (Figure 2.14b) represents the location of players

three examples during the game and can be used to inform tactical and strategic planning.
of interactive

animations.

Tunnel

a
©
=

FIGURE 2.14 (a) Flow visualisation of air speed; (b) heatmap of movement of players on a basketball court

9780170440806
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Matrix

Matrix visualisations can be used to show the composition of individual items in the
samplesize. In thisregard, they can be considered similar to pie charts. Matrix visualisations
often divide the display area up into grids (similar to cells in a spreadsheet). Different
sections of the display area are then used to represent the proportion of individual (or
groups) of data items.

Matrix diagrams can be used to compare different data items, similar to a scatter chart.
Again, the display area is divided in a grid or table format. Figure 2.15 shows a number
of matrix visualisations, each of which represents a county in the United Kingdom. The
colours represent the percentage of people who voted for a particular political party in

an election.

Bedfordshire
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Cambridgeshire

FIGURE 2.15 Matrix visualisation

Cheshire

A quick word about truthful graphs

Any graph type should be considered if it can accurately and truthfully convey insight or a
message. There are, however, several graphs that consistently mislead and confuse.

Pie charts

Cornwall

A pie chart shows numerical proportions of a whole entity. If a pie chart is to be truthful
then it should only be used with fewer than six categories and be presented with a 2D aspect.

When choosing to use a pie chart, ensure the parts add to 100 per cent, and that the pieces
of pie are ordered from smallest to largest, beginning at 0° (the top of the circle), and moving

clockwise.

9780170440806

‘If the only thing worse
than a pie chart is lots of
them, then | think I've
discovered that the only
thing worse than lots of
them, is half of one.’
Tufte, E. R. (1983). The Visual Display

of Quantitative Information. Cheshire,
Connecticut: Graphics Press.
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‘ Zucchini

40
{ ) Squash

30
@ cCapsicum

20
‘ Eggplant
. Broccoli 10
. Carrot 0

FIGURE 2.16 An example showing the limitations of bar charts and pie charts for quick accurate comparisons. A limitation of the bar chart
is that it is not immediately apparent that it represents a total of 100%, so each bar is a proportion of the whole.

Three-dimensional pie charts can be misleading. Three dimensions represented on two-
dimensional media must distort the information contained by the graphic. These distortions
may misrepresent the data and create perceptions that are wrong in fact.

@ Zucchini
{1 Squash
@ capsicum
@ cogplent
@ Broccoli
@ corot

‘ Zucchini

.~ Squash

. Capsicum

FIGURE 2.17 The 3D pie
chart appears to show carrot
(orange, 34%) is smaller
than broccoli (green, 25%).
The angle to the eye is
larger for the sector at the

. Eggplant
lower edge of the visual. This . Broccoli
distortion creates a false

impression.
P . Carrot
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The most glaring 3D to 2D distortion is the mapping of Earth’s globe in two dimensions,
where areas of countries are stretched or compressed. Africa and Australia are consistently
reduced in size, and Europe and North America are enlarged. This creates a wrong
impression about distances and relative sizes. Different arrangements of the chart (known as
projections) can achieve better understanding (Figure 2.18).
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Wikimedia/Justin Kunimune CC BY-SA
4.0 Imagery courtesy NASA's Earth
Observatory, with modifications by

Mapthematics LLC

FIGURE 2.18 (a) A Robinson projection was designed to keep types of distortion (direction, distance, shape
and size) low across the majority of the map. It becomes more distorted at the poles. Its purpose is to be visually
appealing. (b) A plate carrée (flat square) projection has noticeable distortion. (c) A dymaxion projection has
less distortion and there is no ‘right way up’. This reduces the bias towards the Northern Hemisphere inherent
in the other map types. However, it can be confusing to use.
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In the hands of novice
users, statistical packages
can produce many
meaningless statistics.
Mathematicians would
know that trend lines do
not apply in every case.

The use of trend lines is not
appropriate for non-linear

relationships and outliers.

How couples met

Data3b.com

Plot all the data

When summary calculations of dataare made, the details are lost. The various forms of averages
(mean, mode, median, variance, standard deviation) all calculate a central ‘representative’
value. If a trend line or average is the only information quoted, then significant details may
be disguised or obscured and the result may just be misleading.

The famous example by Frank Anscombe illustrates the significance of seeing all the data
(Figure 2.19). The descriptive statistics, mean, variance and regression trend line are very
similar — to the point of being identical — yet the data sets are completely different.
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FIGURE 2.19 The descriptive statistics (mean = 9, variance = 3.32) and regression trend lines are identical
for all four data sets graphed. When the data is plotted as a scatter plot, you can see that the data sets are
completely different.

Animation can show development over time

On-screen visualisations have a clear advantage over static or print. See the weblink ‘How
couples met’ to see the relative frequencies of the manner in which future couples first met
over the decades from the 1960s to the 2010s. In Figure 2.20 you can see the movement of
the Met online category from nearly last in 1960 to number one in 2010.
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FIGURE 2.20 How couples met, 1960-2017

Graphs: Nathan Yau, Flowing Data, https:// flowingdata.com, Data: Rosenfeld, Michael J,, Reuben J. Thomas, and Sonia Hausen. 2019 How Cauples

Meet and Stay Together 2017 fresh sample. [Computer files]. Stanford, CA: Stanford University Libraries.

Dynamic data visvalisations

A dynamic data visualisation is one where the appearance of the infographic can be
changed (see Figure 2.22). This can be done by the user selecting alternate views, which may
have been previously processed; in this case, it is also known as an interactive visualisation.
Changing the appearance of the infographic can also be achieved by updating the data,
or by the data being continually updated so the latest information can be included in the
presentation.

Immersive media is becoming more widespread and acceptable when providing a ‘lived’
experience. The viewer, rather than observing a 2D or flat image, can get in between the
data points in a virtual reality (VR) 360° data model, 3D or 360° graphs, which can be seen
through a VR viewer.
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Shutterstock.com/Gorodenkoff

Infogram

FIGURE 2.21 Geospatial data can be used to create 3D visualisations that
multiple users can view through a VR viewer.

> Guidelines for creating charts

THINK ABOUT You should follow some simple rules with charts:
APPLIED COMPUTING

+ They must have titles.

Search the web for
Nl e VV:Q/AR + The x-axis and the y-axis must be labelled.

data visualisations. + Use a key (or legend) if more than one set of data is provided on the same graph.
Go to the Infogram
website to view

several examples (if appropriate).
of VR data R

visualisations.

How might VR  Label each segment of a pie chart.

o Include author identification and/or the source of the data, the date and a filename

Include the unit of measurement on the relevant axis.

graphics be more

effective than 2D
graphics? + Consider including absolute figures as well as percentages.

+ Arrange segments of a pie chart (starting at 12 o’clock position) from smallest to largest.

+ Choose colours that match the information being discussed.
Use graphs to show trends or relationships between values on each axis.

+  With pie charts, if possible, limit the number of items represented in a chart to five or six.

Choose and use your software carefully

The software chosen to create your charts will be capable of reading, processing and
displaying your data set. Some data in raw form needs to be ‘cleaned’” or wrangled in order
for the chart to be displayed. For example, some elements may have text instead of numbers
recorded, or have empty fields. Sometimes what appears as numbers has been entered as text
(or string) and will need to be converted. If the raw data is presented in a table format (rows
and columns), the headings will need to be verified so each of the column data is known
to be as it has been assumed. A chart can be created once all the data has been verified
and cleaned ready for processing. Microsoft Excel, Tableau and Wolfram Mathematica are
readily available software applications that can provide tools to construct many types of charts.
These applications are downloaded and installed to a single computer. Online tools such as
Plotly and DE3 require registration to save the graphic. Combinations of D3.js, R and Python
would be considered industry standard; however, these are well beyond expected VCE skills
and knowledge.
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FIGURE 2.22 Dynamic data
visualisation has a menu that

allows choice of data to be viewed.
Interactive features included: Tooltip
hover, Menu buttons, Year button,
Country button.

FIGURE 2.23 A Mathematica interactive data visualisation showing air speed
near a circular fan (90°) in a model wind tunnel. The air speed is fastest near the fan
blades, slowest at the centre and edges. Menu choices alter the view displayed.
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Who has the Greatest Reserves?
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FIGURE 2.24 Tableau Review of World Energy 2012. These two views illustrate how different displays can
be chosen using a menu. Each element has a hover tooltip to provide more detailed information about the
country chosen. A country can be chosen by reference to the map, or to the country listing bar chart, or the
scatter plot. Colour is used to indicate amount of resources.
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Smart meter data

Victorian electricity subscribers can apply to their provider to obtain a record of their
electricity consumption. Smart meters installed at most premises record consumption
every 30 minutes. Consumers can analyse their consumption patterns and consider

whether to change their electricity use behaviour.

Many consumers have adopted a time-of-use electricity plan. Certain ‘peak’ and ‘off-

FIGURE 2.25 Meteorite strikes
radio button filter and tooltip hover,
with URL links to data sources
incorporated within the graphic

peak’ time periods are designated through the day. The pricing is higher or lower at
these times to encourage or discourage consumption. Note: every retailer has a different
pricing structure so making comparisons becomes very difficult, unless you have access

to data visualisation software.
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Several retailers have seen the confusion deliberately created by many of the existing
retail players and have provided ‘real time’ calculation of consumption and pricing to gain
a marketing edge.
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FIGURE 2.26 Raw data supplied by an electricity provider. Electricity consumption is recorded by the

smart meter every 30 minutes.

THINK ABOUT APPLIED COMPUTING

SampleElectricity Ask ifyou can get your household"s elec.tricity consumpjcion file downloaded from your electricity
Consumption.csv supplier. Your school can also acquire this data. Alternatively, go to NelsonNet to download the
sample file SampleElectrictyConsumption.csv.
Explore the data to discover any ‘dodgy’ (unvalidated) data, which needs to be ‘fixed’ (corrected).
Unvalidated data is the contents of any cell that will not be plotted by software (i.e. not a number).
Step 1: Plot all the data
The only way to get an idea of what you have is to make a scatter plot of the data.
Step 2: Look for patterns
‘What about ...?’ is the key question to begin your investigation of the raw data. There may be ‘odd’
plots or . These may be items of interest for further understanding. Each plot corresponds to
a date and time. Peaks will indicate the largest amount of consumption. Individual dots may not show
a pattern.

Step 3: Plot each series
On the same axes, plot each 24-hour day (48 readings on each of 365 days). Calculate the total

consumption for each day.

Step 4: Plot each day as a bar chart

Alternatively, a stacked bar chart could show the consumption each day and the total each day. The
tooltip hover feature will allow inspection of items of interest.

Note: For those consumers with solar PV panels, it will be possible to have ‘negative’ consumption
indicated. Consider what this means for calculations. It will be necessary to consider those
consequences for total consumption and for billing purposes.
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Design principles for
data visuvalisations

Design principles are guidelines to help you enhance the appearance and functionality of
solutions. Graphic solutions that are displayed on-screen need to be easily understood and
accessed with minimal time and effort.

To communicate effectively, graphic solutions need to be clear and functional. You need
to ensure that facts are obvious and your message is unmistakable. Your solution must be
carefully designed, taking the design principles into account.

The usability and accessibility principles shown in Figure 2.27 are discussed in the
following section, in terms of how they may apply to your solution.

Design principles

Functional requirements Non-functional requirements

\

Usability Accessibility Alignment Repetition ~ Contrast Space Balance

Ease Error

eates) e W ol NeMOn | anes

FIGURE 2.27 Design principles are accepted characteristics that contribute to the functionality and appearance of solutions. For VCE Applied
Computing, the principles that relate to functional requirements are usability and accessibility, and non-functional requirements are appearance.

Functional requirements

Functional requirements relate to what the data visualisation should do. Typically,
functional requirements will describe a behaviour or function.

Usability

All graphic solutions that represent data need to be easy to use, flexible and robust. The user
should be able to acquire the required information easily and efficiently. When designing
your data visualisation for usability, consider the following.

+ Can the user understand the graphic form and the information it conveys?
+ Can the user quickly identify the purpose and interpret the critical data?
+ Is the graphic form accurate and a true reflection of the data that has been analysed?

+ Have you saved the final data visualisation in a format that maximises legibility, and in a
size that will be quick to load?

« Have you chosen sensible dimensions? For example, you may want to think carefully
before designing wider than most website body panes (around 800px) for a browser
presentation or 16:9 ratio for computer screens and (most) projectors.

+ Have you chosen easily readable font sizes?

+ Have you tested the data visualisation in multiple browsers to check that it works? If plug-
ins are necessary, these must be included with instructions.
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F-Shaped Pattern For Reading Web Content

by Jakob Nielsen (April 16, 2006), https: //

Accessibility

A user should be able to access meaning and relevant information from a graphic solution
efficiently and easily. Users should not have to puzzle over the meaning or placement of text
and symbols used.

To help users along, use simple and relevant labels and commonly understood symbols
and units. For example, use ‘%’ to represent money.

When using your graphic solution, users should be able to navigate their way through text
and images in a standard way; from top to bottom or left to right. A 2006 eye tracking study
found that people used an F-shaped reading pattern for websites. This reading behaviour
should be considered during visual design of web pages and graphics; for example, when
arranging chart and dashboard elements. Use size, colour or style if you literally want readers’
eyes to move a certain direction.

nngroup.com/ articles / f-shaped-pattern-

reading-web-content-discavered/

WWW

FIGURE 2.28 F-shaped reading patterns can be modified by choosing page elements and emphasis
carefully.

Do not make anything so small or hard to read that it goes unnoticed. Important facts
should be treated with appropriate formats and conventions that highlight why they are
crucial.

Essentially, make it easy for users to glean meaning immediately. When you are creating
an infographic, it can never be too obvious.

Non-functional requirements

Non-functional requirements describe how the data visualisation appears rather than what
it does.

Alignment

Alignment refers to arranging text, images and objects vertically or horizontally in either
straight lines or correct relative positions. Horizontal alignment can be either left, right,
centre or full justified. Full justification refers to the text being aligned on both the left
and right margins with spacing distributed evenly across the line to achieve this. Vertical
alignment can be top, middle or bottom.
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Using alignment cleverly gives your text, images and objects a sense of order and
organisation that helps to communicate your message clearly. For example, putting
something in the centre of the page vertically and horizontally suggests immediately that it
is of central importance. Putting something in a small font size at the bottom right would
seem to be of little importance.

Smart use of alignment also helps to imply relationships between different elements of
your solution. You will find alignment tools in all graphics software packages.

Repetition refers to the use of the same or similar visual elements repeatedly within a
graphic solution. It is used to unify elements of a layout, and is achieved by repeating
patterns, textures, fonts, colours and page elements. On a graphic solution, repetition
usually means that each section or module uses similar headings, colours, font styles or
other visual cues so that it is easier for the user to understand the relationships when
switching between elements within the solution. For example, if you have interactive and
dynamic charts, each chart style needs to be consistent when the chart switches between
views.

Contrast refers to the visual difference in colour or tone between objects (both text and
images) in a graphic solution. Greater contrast will make objects appear to stand out more
from one another. If there is not enough contrast between two objects, they may appear to
blend into each other, making it difficult for the user to see each of them clearly. Contrast
between the background of your graphic solution and text should make the information
clearly visible and legible.

The use of white space can enhance contrast around objects within your graphic solution.

Space refers to the areas around and between objects — text and images. If your visualisation
is cluttered it may be difficult to follow. You may want to include lots of detailed information
in your solution, but it is important to put as much space between objects as is necessary
for them to be distinguished as separate and navigated through in the correct order to guide
user behaviour.

Balance refers to the symmetrical arrangement of items so that they appear balanced to
the left and right. Some asymmetrical elements have different weightings that achieve an
off-centre balance.

Constraints

Any factor that limits or restricts the data visualisation may be considered a constraint.
Constraints can be broken down into categories: economic, technical, social, legal and

usability.

Economic constraints include both time and budget. Either a lack of time or a small or
restricted budget may result in a re-evaluation of the user’s requirements, or a re-evaluation
of how the requirements can be achieved. The deadline by which the user or client needs
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to have the solution operational will define the time available to design and develop the
solution. The longer the time available, the more time there is to complete an in-depth
analysis and detailed designs, and to develop advanced features of the solution.

Technical constraints are constraints related to the hardware and software available for
the project. Available hardware and software, memory and storage capacity, processing and
transmission speeds, and security concerns are all examples of possible technical constraints.

For example, the data collection may be incomplete, with gaps in the data sequence, or
may have errors due to collection errors or transcription errors.

Chart size limitations

The width of any graphic will be approximately one screen, or 800 px. The axes labels need
to be chosen carefully to ensure clarity.

Software limitations

The computer hosting the data may not be able to manipulate, calculate or redraw quickly.
After about five seconds, users begin to notice the computer is ‘running slowly’. Big data may
be defined as data sets that cannot be accommodated within RAM on host computers. The
data sets accessed in this course are unlikely to approach that size. For example, in research
and industry, data sets typically from 100 MB up to 1 GB file size may be considered small.
Excel, for example, is difficult to use with file sizes greater than 10 GB.

Excel, which is used for data manipulations and some simple visualisations, is limited to
255 series and 16 variables (columns) and some number precision values. An Excel chart is
essentially unlimited, with up to 1048 576 rows by 16 384 columns and most other functions
limited only by available computer memory. Tableau is used for data visualisation, and has
limitations dependent on the host computer.

Computing visualization of 'Sheet 1'..

Computing View Layout

Elapsed time 00:30 m

FIGURE 2.29 Tableau measured the time it took to refresh the display when rearranging more than
100 000 data points on a 4 GHz i7 CPU with 32 GB RAM. Other devices may be slower.

Non-technical constraints relate to areas other than hardware and software. The user’s
level of expertise (social) is an example where a solution, when being developed for users
with little digital systems expertise, may restrict some of the requirements that would involve
complex manoeuvres to complete.

When considering usability, all visual solutions that represent data need to be easy to use, flexible
and robust. The user should be able to acquire the required information easily and efficiently.
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Legal requirements are another type of non-technical constraint. Privacy laws may restrict
features linked to displaying personal data in the solution, or to collecting data from the
devices of someone using your solution. Copyright laws may restrict features that allow other
users to upload content to the solution.

Scope of a solution

The scope of a solution refers to the work that must be done to complete that solution. Scope
will be informed by the functions and features of the solution. Scope is documented in a
scope statement, which may be referred to later, in order to make decisions as the solution
develops. Managing scope is about what is and is not included in the solution scope.

Design tools

Design tools are used to represent the functionality and appearance of your solution.
Normally, the solution is first sketched on paper. Several design tools can be used to represent
the design of graphic solutions; however, annotated diagrams are the most apt for planning
a solution and presenting it.

Software such as spreadsheets or databases can assist with the manipulation of data to
develop graphs and charts. This software has inbuilt search, sort and filter functions that
enable users to work quickly and with minimal effort, thereby maximising effectiveness.

While there are a wide range of design tools that may be used to design the appearance
of a solution, in VCE Applied Computing we shall consider:

 appearance design tools

— layout diagrams

— storyboards

— annotated diagrams and mock-ups
« functionality design tools

— input—process—output (IPO) charts

— flowcharts.

Appearance design 